SQL Cop static analysis tests

SQL Test includes a number of static analysis tests you can run to detect issues with your database. For a comprehensive set of over 100 advanced static
code analysis rules for SQL, Redgate offers SQL Code Guard.

@ SQL Cop tests were originally contributed by George Mastros of Less Than Dot and are now hosted on GitHub under the stewardship of
Redgate (see announcement on SQL Server Central). Issues and pull requests welcome!

Adding the SQL Cop tests

To add the tests, when you add a new database to SQL Test, make sure the Add SQL Cop static analysis tests check box is selected:
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To use the database you selected, SOL Test needs to do the following:

- Install the t30Lt framework on the database

(Adds a number of stored procedures, functions and a 5L CLR object to the database)
- Set TRUSTWORTHY OM for the database
- Enable SQL CLR for the server

Add SQL Cop static analysis tests @ OK | | Cancel |

To add the tests to a database you've already added to SQL Test, in the SQL Test tab right-click the database and click Add SQL Cop Static Analysis
Tests:
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List of tests
The following static analysis tests are included:

Ad hoc distributed queries
Agent service

Auto close

Auto create statistics
Auto Shrink

Auto update statistics
Buffer cache hit ratio


http://www.red-gate.com/products/sql-development/sql-code-guard/
http://wiki.lessthandot.com/index.php/SQLCop_informational_checks#Ad_Hoc_Distributed_Queries
http://wiki.lessthandot.com/index.php/Find_out_if_SQL_Agent_running
http://blogs.lessthandot.com/index.php/DataMgmt/DBAdmin/sql-server-auto-close
http://www.sql-server-performance.com/tips/optimizing_indexes_general_p1.aspx
http://www.sqlskills.com/blogs/paul/post/Auto-shrink-e28093-turn-it-OFF!.aspx
http://blogs.lessthandot.com/index.php/DataMgmt/DBAdmin/MSSQLServerAdmin/use-sys-dm_os_performance_counters-to-ge
https://github.com/red-gate/SQLCop
https://www.sqlservercentral.com/articles/redgate-takes-over-the-sqlcop-project

Column collation does not match database default
Column data types (Numeric vs. Int)
Column name problems

Columns of data type text/nText
Columns with float data type

Columns with image data type
Compatibility level

Database and Log files on the same disk
Database collation

Database mail

Decimal size problem

Forwarded records

Fragmented Indexes

Instant file Initialization

Login language

Max degree of parallelism

Missing foreign key indexes

Missing foreign keys

Old backups

Ole automation procedures

Orphaned users

Page life expectancy

Procedures named SP_

Procedures that call undocumented procedures
Procedures using dynamic SQL without sp_executesq|
Procedures with @ @Identity
Procedures With SET ROWCOUNT
Procedures without SET NOCOUNT ON
Service account

SMO and DMO

Table name problems

Tables that start with tbl

Tables without a primary key

Tables without any data

Uniqueldentifier with Newld

Unnamed constraints

User aliases

Varchar size problem

Views with order by

Wide table

xp_cmdshell is enabled


http://blogs.lessthandot.com/index.php/DataMgmt/DBProgramming/sql-server-collation-conflicts
http://blogs.lessthandot.com/index.php/DataMgmt/DBProgramming/always-include-precision-and-scale-with
http://blogs.lessthandot.com/index.php/DataMgmt/DBProgramming/do-not-use-spaces-or-other-invalid-chara
http://blogs.lessthandot.com/index.php/DataMgmt/DBProgramming/don-t-use-text-datatype-for-sql-2005-and
http://blogs.lessthandot.com/index.php/DataMgmt/DBProgramming/do-not-use-the-float-data-type
http://blogs.lessthandot.com/index.php/DataMgmt/DBProgramming/don-t-use-text-datatype-for-sql-2005-and
http://wiki.lessthandot.com/index.php/Database_compatibilty_level
http://www.brentozar.com/archive/2009/02/when-should-you-put-data-and-logs-on-the-same-drive/
http://blogs.lessthandot.com/index.php/DataMgmt/DBProgramming/collation-conflicts-with-temp-tables-and
http://wiki.lessthandot.com/index.php/SQLCop_informational_checks#Database_Mail_XPs
http://blogs.lessthandot.com/index.php/DataMgmt/DBProgramming/always-include-precision-and-scale-with
http://wiki.lessthandot.com/index.php/Finding_Forwarded_Records_SQL_Server_2008
http://wiki.lessthandot.com/index.php/Finding_Fragmentation_Of_An_Index_And_Fixing_It
http://www.bradmcgehee.com/2010/07/instant-file-initialization-speeds-sql-server/#more-1704
http://blogs.lessthandot.com/index.php/DataMgmt/DataDesign/setting-a-standard-dateformat-for-sql-se
http://sqlblog.com/blogs/adam_machanic/archive/2010/05/28/sql-university-parallelism-week-part-3-settings-and-options.aspx
http://www.jasonstrate.com/2010/06/index-those-foreign-keys/
http://blogs.lessthandot.com/index.php/DataMgmt/DataDesign/missing-foreign-key-constraints
http://blogs.lessthandot.com/index.php/DataMgmt/DBAdmin/the-sql-server-backup-foundation-of-any
http://wiki.lessthandot.com/index.php/SQLCop_informational_checks#Ole_Automation_Procedures
http://wiki.lessthandot.com/index.php/Fix_Orphaned_Database_Users
http://blogs.lessthandot.com/index.php/DataMgmt/DBAdmin/MSSQLServerAdmin/use-sys-dm_os_performance_counters-to-ge#PLE
http://blogs.lessthandot.com/index.php/DataMgmt/DBProgramming/MSSQLServer/don-t-start-your-procedures-with-sp_
http://blogs.lessthandot.com/index.php/DataMgmt/DataDesign/identify-procedures-that-call-sql-server
http://blogs.lessthandot.com/index.php/DataMgmt/DataDesign/avoid-conversions-in-execution-plans-by-
http://wiki.lessthandot.com/index.php/6_Different_Ways_To_Get_The_Current_Identity_Value
http://sqltips.wordpress.com/2007/08/19/set-rowcount-will-not-be-supported-in-future-version-of-sql-server/
http://wiki.lessthandot.com/index.php/Optimization:_Set_Nocount_On
http://msdn.microsoft.com/en-us/library/ms143504.aspx#Use_startup_accounts
http://wiki.lessthandot.com/index.php/SQLCop_informational_checks#SMO_and_DMO_XPs
http://blogs.lessthandot.com/index.php/DataMgmt/DBProgramming/do-not-use-spaces-or-other-invalid-chara
http://blogs.lessthandot.com/index.php/DataMgmt/DBProgramming/MSSQLServer/don-t-prefix-your-table-names-with-tbl
http://blogs.lessthandot.com/index.php/DataMgmt/DBProgramming/best-practice-every-table-should-have-a
http://wiki.lessthandot.com/index.php/List_all_empty_tables_in_your_SQL_Server_database
http://blogs.lessthandot.com/index.php/DataMgmt/DBProgramming/best-practice-don-t-not-cluster-on-uniqu
http://blogs.lessthandot.com/index.php/DataMgmt/DBProgramming/how-to-name-default-constraints-and-how-
http://www.mssqltips.com/tip.asp?tip=1675
http://blogs.lessthandot.com/index.php/DataMgmt/DBProgramming/MSSQLServer/always-include-size-when-using-varchar-n
http://blogs.lessthandot.com/index.php/DataMgmt/DataDesign/create-a-sorted-view-in-sql-server-2005--2008
http://wiki.lessthandot.com/index.php/SQLCop_wide_table_check
http://wiki.lessthandot.com/index.php/SQLCop_informational_checks#xp_cmdshell
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