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Red Gate's Exchange Server Archiver enables you to improve the efficiency of your
Microsoft® Exchange servers by delivering a transparent archiving solution.

The archived messages and attachments can be retrieved as and when required, allowing
you to:

e remove restrictions on mailbox sizes
e spend less time managing users
e free up space on your Exchange server stores

Exchange Server Archiver is simple to install, configure, and maintain.

You can use Exchange Server Archiver to archive messages on Microsoft Exchange Server
2003, Exchange Server 2007, or Exchange Server 2010. For full system requirements,
see Prerequisites (page 15).

For a description of the Exchange Server Archiver architecture and processes, see
Technical overview. If preferred, you can download this document as a pdf file
(http://www.red-gate.com/ESA/Overview/v3.0).
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This topic describes the architecture of Exchange Server Archiver, and provides an
overview of the archive and retrieval processes. Some information on security, licensing,
and evaluation is also provided.

You can download this topic as a pdf file (http://www.red-gate.com/ESA/Overview/v3.0).

You are recommended to read this topic before you install Exchange Server Archiver. For
full details of how to install Exchange Server Archiver, see Installing Exchange Server
Archiver (page 14).

Archive modes (page 5)

Architecture (page 7)

The archive process (page 11)

The retrieval process (page 11)

Security (page 12)

Licensing (page 12)

Evaluating Exchange Server Archiver (page 12)

Exchange Server Archiver offers four different archive modes so that you can choose
what will happen to messages that are processed during an archive. The selected archive
mode is used whenever an archive is run.

The archive mode that you choose does not affect the end-user experience.

The following archive modes are available:
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e copies attachments to the specified Archive Store

e the original attachments remain on the Exchange server

e copies the message bodies to the Archive Store
e copies attachments to the Archive Store

e originals of both remain on the Exchange server

e copies attachments to the Archive Store

e removes the attachments from the Exchange server

e copies messages and attachments to the Archive Store

e on the Exchange server, removes each message that has been archived and replaces
it with a placeholder; the placeholder contains the first few lines of the message, and
links to the full archived message and any attachments

e removes the attachments from the Exchange server

If you are evaluating Exchange Server Archiver, you may wish to use one of the 'copy
only' modes so that messages and attachments remain on the Exchange server; see
Evaluating Exchange Server Archiver (page 12) for more information.

If necessary, you can change the archive mode later (see Changing the archive mode
(http://www.red-gate.com/ESA/3.0?i=9320)). When you change archive mode, Exchange
Server Archiver schedules a tidy up task so that all previously-archived messages and
attachments match the new archive mode.

Note that placeholders replace the archived messages in Exchange only when you choose
Full archive mode; in the following descriptions of the architecture and processes, it is
assumed that you have selected Full archive mode.
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Architecture

An overview of the Exchange Server Archiver architecture is illustrated below. The
individual components are described in the following sections.

Outlock
(Outhook Add-in)

Archive Service(s)

/N

Demain Contralber

Exchange Server(s)

When you install Exchange Server Archiver, no software is installed on your Exchange
server (unless you choose to install the optional Outlook® Web Access Add-in) and no
information is stored in Active Directory®.

Admin Console

The Admin Console provides an easy-to-use graphical user interface for you to install and
configure the Exchange Server Archiver services, and to manage and schedule archives.

You use the Admin Console to set up rules to:
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e specify which mailboxes are archived to which Archive Stores

e specify conditions that define which messages will be archived (such as 'messages
over 10MB or messages older than 30 days")

e set up schedules to control when messages will be processed

You can apply a rule to individual mailboxes or to groups of mailboxes using the
Exchange server storage hierarchy or Active Directory.

You also use the Admin Console to change the Exchange Server Archiver configuration,
for example, to create new Archive Stores as required.

The settings you define using the Admin Console are replicated in the Archive Services.
You can therefore view and manage the Exchange Server Archiver settings from Admin
Consoles that have been installed on different computers.

To use the Admin Console, you must be a domain administrator on the domain on which
the services are installed.

The Archive Service coordinates the scheduling and archiving of messages.

Using the rules set up in the Admin Console, the Archive Service accesses the mailboxes,
and determines which messages to extract and archive. It then compresses the messages
to be archived, and passes them to the appropriate Storage Service.

The Archive Service also handles administration tasks. It:

e stores the system configuration
e performs tidy-up tasks if you choose to change archive mode

e performs copy-backtasks, if you choose to copy the archived messages back to the
Exchange server

The Archive Service uses MAPI (Messaging Application Programming Interface) to
communicate with Exchange.

The Archive Service requires a user with 'Administer information store' permissions (such
as a domain administrator) so that it can access all messages when it communicates with
Exchange. For more information, see Creating the Archive Service user (http://www.red-
gate.comy/ESA/3.0?i=9190).

The UAA Service enables your users to access archived messages. It is a Web service and
Web site hosted on IIS.

When a user opens an archived message, the UAA Service communicates with the
Archive Service to confirm that the user is authorized to view the message. It then
locates and retrieves the message from the Archive Store, via the Storage Service.
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When a user searches for a message, the UAA Service delegates the search request to
the appropriate Storage Services, and then combines the results retrieved from the
Storage Services so that they can be displayed for the user.

If you choose not to install the Outlook Add-in or the Outlook Web Access Add-in, users
can use the Web pages provided by the UAA Service to access their messages.

You can set up the UAA Service Admin Search to allow a specified security group access
to search all archived messages.

The UAA Service uses MAPI if you choose to export messages to EML or MSG format.

For more information, see Using the UAA Service (http://www.red-
gate.comy/ESA/3.0?i=9430).

A Storage Service provides fast, reliable, space efficient storage and retrieval of archived
messages.

You can set up any number of Storage Services, and for each Storage Service you can set
up any number of Archive Stores. For more information, see Using multiple Archive
Stores (http://www.red-gate.con/ESA/3.0?i=9438).

You are recommended to install the Storage Service on the same server as the Archive
Stores that it hosts. However, there may be some exceptions; for example, if you create
an Archive Store on a NAS (network attached storage) unit, the Storage Service is
installed on a different computer; for more information, see Archiving to external storage
(http://www.red-gate.com/ESA/3.0?i=9439).

The Storage Service uses the Microsoft® Indexing Service to index and search the Archive
Stores.

An Archive Store is a folder in which messages are archived.

Each message body and attachment is stored as a file in the Archive Store. Message
bodies are compressed; attachments are not compressed. Once written, an archive file
cannot be modified. Because the archived messages and attachments are stored as
individual files, they are easy to back up (see Backing up and restoring Archive Stores
(http://www.red-gate.com/ESA/3.0?i=9472)).

Single-instance storage (SIS) ensures that duplicate messages and attachments are
stored only once in each store. Messages or attachments are considered to be duplicates
if their checksums are identical. The header is stored for each instance of the duplicated
message.

You create and manage Archive Stores using the Admin Console.

You can change the Archive Store to which a mailbox is archived. For example, you may
want to do this when the store becomes large: you specify that you want to archive
messages to a new Archive Store in the archive rules, and you can then make the old
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store read-only, and perform a final backup on it. Messages in the old store can still be
accessed.

Because Archive Stores and archived messages are uniquely identified using GUIDs
(Globally Unique IDentifiers), you can move an Archive Store to a different Storage
Service if necessary.

For more information, see About Archive stores (http://www.red-
gate.com/ESA/3.0?i=9470).

When you install the Outlook Add-in, Exchange Server Archiver provides a transparent
interface for your users to access archived messages using Microsoft® Outlook 2007 or
Outlook 2003.

Messages that have been archived are identified with a yellow envelope =i,

A search feature is provided so that users can search archived and unarchived messages
within a single search when working online.

If you do not install the Outlook Add-in, messages that have been archived are identified
with a yellow envelope (= in Outlook, but only a placeholder is displayed when an
archived message is selected. Users can access the full message from within Microsoft
Outlook by using a hyperlink to the UAA Service which is provided in the placeholder.
When the Add-in is not installed, searches from within Outlook will search only the
message placeholders, but users can use the UAA Service Web page for a full-text search
of archived messages.

For more information, see Using the Outlook Add-in (http://www.red-
gate.com/ESA/3.0?i=9433).

When you install the Outlook Web Access Add-in, Exchange Server Archiver provides a
transparent interface for your users to access the archived messages using Exchange
Server 2007 Outlook Web Access or Outlook Web Access 2003. (Exchange 2010 Outlook
Web Accessis not supported.)

Messages that have been archived are identified with a yellow envelope (=i,

Searches within Outlook Web Access will search only the message placeholders. Users
can use the UAA Service Web page for a full-text search of archived messages.

If you do not install the Outlook Web Access Add-in, archived messages are not identified
with an icon. When a user selects an archived message, the message placeholder is
displayed and users can access the full message by using a hyperlink to the UAA Service.

For more information, see Using the Outlook Web Access Add-in (http://www.red-
gate.com/ESA/3.0?i=9471).
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You can use Outlook Anywhere with Exchange Server Archiver if the server on which you
install the UAA Service is visible to users accessing their messages remotely.

For a full archive:

1. When a mailbox is scheduled to be archived, the Archive Service accesses the mailbox
on Exchange, and determines which messages to process.

Note that messages in the Drafts or Outbox folders, (or any subfolders within these
folders) are not archived.

2. For each message to be processed, the Archive Service checks whether the message
is already in the Archive Store:

+ If the message does not exist already in the store, the Archive Service extracts the
message body, header, and any attachments, and passes them to the
corresponding Storage Service.

+ If the message already exists in the store (because it is a duplicate of a message
that has already been archived), the Archive Service passes the message header
to the appropriate Storage Service, and uses single-instance storage (SIS) to link
it to the existing archived message body (and attachments, if it has any).

The Storage Service stores the messages.

4. When the messages have been safely stored, the Archive Service replaces the
messages in Exchange with placeholders.

A placeholder contains the first few lines of the message, and links to the full archived
message and any attachments.

Note that the original message is removed from the Exchange server only when the
message and attachments have been written to the Archive Store, ensuring no data is
lost if there is an interruption to the process.

You are advised to defragment your Exchange databases after the first archive to take
advantage of the reduction in the size of Exchange stores; if you do not defragment the
databases, you will not see any reduction in size. You should then continue to defragment
the databases according to your usual maintenance schedule.

Using Outlook or Outlook Web Access, the user chooses to view a message that has been
archived.

The User Archive Access (UAA) Service confirms, via the Archive Service, that the user is
authorized to view the message, and then retrieves the message from the Archive Store
and returns it to the user.
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Exchange Server Archiver uses the permissions that have been set up in Exchange and
Active Directory. The UAA Service and Archive Service prevent unauthorized accessto
messages.

HTTPS can be used to protect messages in transit between the UAA Service and the
Outlook client.

For more detailed information about security, see Data security in Exchange Server
Archiver (http://www.red-gate.com/ESA/3.0?i=9450).

Exchange Server Archiver is licensed per mailbox.

When the number of mailboxes approaches your licensing limit, the Admin Console
displays a warning, so that you can upgrade your license if required.

If a mailbox is no longer scheduled to be archived (for example, because the user has left
the company), the license is automatically made available so that you can reuse it with a
different mailbox. The old mailbox archives remain accessible.

For more detailed information about licensing, see Licensing (http://www.red-
gate.com/ESA/3.0?i=9400).

When you install Exchange Server Archiver, you can choose an archive mode that leaves
the original messages and attachments on your Exchange server and only copies them to
the Archive Server (Copy entire message or Copy attachments only). Therefore, you can
evaluate it with no risk to your data.

Because the archived messages and attachments are not removed from Exchange, you
will not be able to see the reduction in size of your Exchange stores. However, you will be
able to evaluate the performance of Exchange Server Archiver and assess the storage
requirements for the archives, and you will have the reassurance that if you choose to
uninstall Exchange Server Archiver, you do not need to copy back messages and
attachments to the Exchange store.

If you prefer, you can evaluate Exchange Server Archiver in Full archive mode. Messages
will be archived to the Archive Stores according to the rules you set up and replaced with
placeholders in Exchange, and attachments will be removed from the Exchange server.
You will therefore be able to see the resulting reduction in the size of Exchange stores
when you defragment your Exchange databases. If you later choose to uninstall Exchange
Server Archiver, you can first copy back archived messages and attachments to the
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Exchange stores; however, you will lose any single-instance storage that was used on
those messages.

Whichever archive mode you choose, you can specify which mailboxes and messages will
be archived by setting up rules. For example, you may want to process only a few test
mailboxes initially, and then roll out the evaluation to further mailboxes later.

The installation is a simple two-stage process:

1. Install the Admin Console.

2. Run the Configuration wizard to install the services and components, and set up the
initial archive.

For full details, see Installing Exchange Server Archiver (page 14).

For details of how to install and configure a trial environment for evaluating Exchange
Server Archiver, see Setting up a trial environment (http://www.red-
gate.com/ESA/3.0?i=9435).
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Installing and initial setup
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This topic contains information about the prerequisites for installing Exchange Server
Archiver. For a pdf file containing all the information on installing and configuring
Exchange Server Archiver, see Installing Exchange Server Archiver (http://www.red-
gate.comy/esa/installation/v3.0).

To install Exchange Server Archiver, and to use the Admin Console, you must be a
domain administrator. The Archive Service, User Archive Access (UAA) Service, and the
Storage Service must all be installed in the same domain.

The following is required:

e Microsoft Exchange Server 2010 (Update Rollup 1 or later)

e or Microsoft Exchange Server 2007 with public folders enabled (Service Pack 1 and

Update Rollup 3 or later (http://support.microsoft.com/kb/937052) for Outlook® Web
Access Add-in)

e or Exchange Server 2003 (Service Pack 2 or later for Outlook Web Access Add-in)

For each of the computers on which you will install a service, the following is required:
e Windows XP, Windows 2003, Windows 2008, or Windows Vista®

e Microsoft .NET Framework 2.0 or later

Additionally, for the individual services, the following is required:

e MAPI (Messaging Application Programming Interface)

You must ensure that you install a version of MAPI that is compatible with your
Exchange configuration. For details, see MAPI versions supported for Exchange Server
Archiver (http://www.red-gate.com/ESA/3.0?i=9464).

The Archive Service needs a user to communicate with Exchange. You must create the
user prior to installing the services and components; for full details of the necessary
permissions and other requirements, see Creating the Archive Service user
(http://www.red-gate.com/ESA/3.0?i=9190).

e IS 5.1 or later

If you are using IIS 7, you must also set up IIS 6 Metabase Compatibility and
Windows Authentication; see Configuring IIS (page 32).

Note: in a production environment, do not install the UAA Service on IIS 5.1 (or IIS
6.0 in IIS 5.0 isolation mode); only install the UAA Service on these versions in an
evaluation environment in which all services are installed on the same server.
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e ASP.NET 2.0

For IIS 7 and IIS 6, the UAA Service installer creates an application pool that is
configured for ASP.NET 2.0. For IIS 5.1, you must ensure the ASP.NET version is set
to 2.0; see Configuring IIS (page 32).

e MAPI

You must ensure that you install a version of MAPI that is compatible with your
Exchange configuration. For details, see MAPI versions supported for Exchange Server
Archiver (http://www.red-gate.com/ESA/3.0?i=9464).

e the installer requires that a Web site must be configured to use port 80 before you

install the UAA Service; however, you do not have to use this Web site for the UAA
Service

The server on which you install the UAA Service must be visible to users accessing their
messages remotely.

The location of the UAA Service is added to archived messages. Therefore, you are
strongly recommended to create a CNAME (alias) DNS record for the UAA
Service's server and enter this in the Web site address; otherwise, a change to the
URL will mean that all archived messages will need to be reprocessed.

e Microsoft® Indexing Service

For operating systems prior to Windows Vista and Windows Server® 2008, the Indexing
Service is installed by default.

To install the Indexing Service on a Windows Vista computer, go to the Control Panel, and
turn the Indexing Service feature on. You are also recommended to install the latest
Windows Vista service pack; see the Microsoft support page article 940069
(http://support.microsoft.com/kb/940069). If you do not install this service pack,
searches from the Outlook Add-in or UAA Service may return results from subfolders
unexpectedly.

For information about how to install and configure the Indexing Service on a Windows
Server 2008-based computer, see the Microsoft support page article 954822
(http://support.microsoft.com/kb/954822).

e for Exchange Server 2007, Service Pack 1 and Update Rollup 3 or later
(http://support.microsoft.com/kb/937052)

e for Exchange Server 2003, Service Pack 2 or later
Exchange Server 2010 Outlook Web Access is not supported.

Note that if you install further service packs or rollups after you have installed the
Outlook Web Access (OWA) Add-in, you may need to uninstall and re-install the add-in.

If you are using Exchange Server 2003 and you install the UAA Service on a different
computer from the Exchange server, to use the OWA Add-in you must allow delegation of
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credentials to the UAA Service. For full details, see Authorization for the OWA Add-in on
Exchange Server 2003 (http://www.red-gate.com/ESA/3.0?i=9453).

e Qutlook 2007 (Service Pack 2 or later) or Outlook 2003
e Qutlook .NET Programmability Support
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The Archive Service needs a mailbox-enabled user that has 'administer information store'
permissions on all mailboxes when it communicates with Exchange. For Exchange Server
2003, the Archive Service user must also have 'view information store' permissions.

You are recommended to make the Archive Service user a domain administrator; domain
administrators have the necessary permissions. If you do not wish to do this, you must:

1. Make the Archive Service user a local administrator on the Exchange servers, or add
permissions to execute WMI calls on Exchange (page 18).

2. Add read permissions to the Exchange configuration subtree in Active Directory (page
19).

Make the Archive Service user a local administrator on the Archive Service computer.

4. Grant permissions on all mailbox databases (page 20).

If you do not want to make the Archive Service user a domain administrator or a local
administrator on the Exchange servers, add permissions to execute WMI calls on
Exchange:

1. Navigate to WMI Control.

To launch this from a command line, run wmimgmt.msc
Right-click WMI Control and select Properties.

In WMI Control Properties, select the Security tab.
Under Root, expand CIMV2, and then click Security.
Click Advanced.

Click Add, type the name of the user, and click OK.

No u s wDN

In Permission Entry for CIMV2, ensure This namespace and subnamespaces is
selected in Apply to, and then select the Allow check box for:

+ Execute Methods
+ Enable Account
¢+ Remote Enable
8. Click OK three times to return to the Security tab.
9. For Exchange Server 2003 only:
a. Under Root, expand MicrosoftExchangeV2, and then click Security.
b. Click Advanced.
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c. Click Add, type the name of the user, and click OK.

d. In Permission Entry for MicrosoftExchangeV2, ensure This namespace and
subnamespaces is selected in Apply to, and then select the Allow checkbox for:

+ Execute Methods

+ Enable Account

¢+ Remote Enable
10. Click OK on all the WMI Control Properties dialog boxes, and close the WMI Control.
11. In Administrative Tools, open Component Services.

12. Expand Component Services, expand Computers, right-click My Computer, and
then click Properties.

13. Select the COM Security tab.
14. Under Launch and Activation Permissions, click Edit Limits.
15. Add the Archive Service user name.

16. If the Archive Service will run locally, select the Allow check box for Local Launch
and Local Activation; if it will run remotely, select Remote Launch and Remote
Activation.

17. Click OK on all the My Computer Properties dialog boxes.

18. For Exchange Server 2007 only: navigate to the folder on disk for each storage group,
and grant the Archive Service user permissions to read the folder and its contents.

For example, for a new, default installation, the storage group is in:

C:\Program Files\Microsoft\Exchange Server\Mailbox\First Storage Group

If you do not want to make the Archive Service user a domain administrator, you must
add permissions to read the Exchange configuration subtree:

1. If necessary, install ADSI Edit by following the instructions on Windows Server
TechCenter (http://technet.microsoft.com/en-us/library/cc773354.aspx).

2. Run adsiedit.msc to open ADSI Edit.

3. Under Configuration, expand Services, right-click Microsoft Exchange, and then
click Properties.

4. In the Microsoft Exchange Properties dialog box, select the Security tab.

5. Click Add, type the name of the Archive Service user, and click OK.

6. Click Advanced, select the Archive Service user, and click Edit.

7. In the Apply to box, select This object and all child objects and select the Allow
check box for:
+ List Contents
+ Read All Properties
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+ Read Permissions
Click OK on all the Microsoft Exchange Properties dialog boxes.

Under Domain, right-click Microsoft Exchange System Objects and click
Properties.

10. In the Microsoft Exchange System Objects Properties dialog box, select the Security
tab.

11. Click Add, type the name of the Archive Service user, and click OK.
12. Click Advanced, select the Archive Service user, and click Edit.

13. In the Apply to box, select This object and all child objects and select the Allow
check box for:

+ List Contents

+ Read All Properties

¢+ Read Permissions
14. Click OK on all the Microsoft Exchange System Object Properties dialog boxes.
15. Close ADSI Edit.

It is necessary to grant 'administer information store' permissions manually if the Archive
Service user is not a domain administrator.

For Exchange Server 2003, it is also necessary to grant 'view information store'
permissions.

In Exchange Server 2010 and Exchange Server 2007, you use a Powershell command to
change the user permissions.

The following command gives the user UserName rights on all storage groups within any
Exchange 2007 server on the domain DomainName.com:
foreach ($sg in Get-StorageGroup) { if ((Get-ExchangeServer

$sg.Server) .Domain.Equals ("DomainName.com")) { get-mailboxdatabase

-storagegroup $sg.Identity | add-adpermission -user UserName
-ExtendedRights MS-Exch-Store-Admin; } }

The command must be run on an Exchange server in each domain.

The following command gives the user UserName rights within any Exchange 2010
mailbox database:

get-mailboxdatabase | add-adpermission -user UserName -ExtendedRights MS-
Exch-Store-Admin
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By default, the System Manager in Exchange Server 2003 does not display the Security
tab when you select an Exchange Organization object, so you cannot modify the
permissions. Therefore, to change user permissions, you must enable the
ShowSecurityPage registry setting:

1.

4.

Go to the following Exchange branch in the registry editor:
HKEY_CURRENT_USER\ Software\Microsoft\Exchange\Exadmin
Create a new dword called ShowSecurityPage.

Change the value of the dword to 1.

This displays the Security tab when you select an object.

Close and re-open the Exchange System Manager.

You can now change the permissions on the servers to grant full accessto the user.

1. For each Exchange server you will archive, navigate to the server object that has the
Administrative group containing the user.

Right-click the server object, and click Properties.
In the Properties window, click the Security tab.

4. Click Add, specify the user or group for which you want to change permissions, and
then click OK.

5. Ensure that the user or group is selectedin the Group of user names list, and then
under Permissions for..., select Allow Administer Information Store and Allow
View Information Store Status.

6. Click OK.
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This topic provides an overview of how you install Exchange Server Archiver. For a pdf file
containing all the information on installing and configuring Exchange Server Archiver, see
Installing Exchange Server Archiver (http://www.red-gate.com/esa/installation/v3.0).

To install Exchange Server Archiver, you must have domain administrator privileges.
1. Install the Admin Console.

The Admin Console provides the interface for you to configure and manage Exchange
Server Archiver.

2. Install the services and components (page 24).

To do this, open the Admin Console and click the Launch Configuration Wizard
button. The Configuration wizard takes you through installation of the services and
components. Installing the services and components (page 24) provides some
supporting information to help you with the installation.

If you are upgrading from a previous version, see Upgrading Exchange Server Archiver
(http://www.red-gate.com/ESA/3.0?i=9459).
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Installing the Admin Console

You install the Admin Console by running the installer that you downloaded from the Red
Gate Web site. This installs the Admin Console, and places the installers for the services

and components in your installation folder.

When you have installed the Admin Console, on the Start menu, select Red Gate and

then Exchange Server Archiver Admin Console.
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To install the services and components and configure your system ready for archiving,

click Launch Configuration Wizard.
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This topic contains information about installing the services and components for Exchange
Server Archiver. For a pdf file containing all the information on installing and configuring
Exchange Server Archiver, see Installing Exchange Server Archiver (http://www.red-
gate.comy/esa/installation/v3.0).

When you have installed the Admin Console, you can install the services and components.
To install the services and components, you must be a domain administrator. Install all of
the services and components in the same domain.

If you encounter problems during installation and configuration, for information about
how to solve some common issues see Troubleshooting your installation (page 51).

You are recommended to use the Configuration wizard to guide you through the
installation and configuration of the services and components.

To start the Configuration wizard, click Launch Configuration Wizard in the Admin
Console (or on the Maintenance menu, click Configuration Wizard).
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The wizard comprises the following steps:

1. Setting up the Archive Service user (page 25)
2a. Installing the Archive Service (page 26)

2b. Installing the Storage Service (page 26)

2c. Adding Archive Stores (page 27)

2d. Installing the UAA Service (page 27)

2e. Installing the OWA Add-in (page 29)

2f. Installing the Outlook Add-in (page 29)

© Red Gate Software Ltd 24
30 May 2013


http://www.red-gate.com/esa/installation/v3.0
http://www.red-gate.com/esa/installation/v3.0

3. Selecting the archive mode (page 30)
4. Setting up a 'quick rule' (page 30)

You can change the configuration of the services and components at a later date using
the Maintenance tab in the Admin Console.

For each service, you can choose to install locally or on a remote server.

If you install locally, the Setup wizard for the service is launched by the Configuration
wizard; when you have completed the service Setup wizard, you are returned to the
Configuration wizard.

If you install on a remote server, the installation executable for the service must be
copied to the server because it must be run on the server. The Configuration wizard
prompts you to:

1. Copy the installer to the remote server.

The Configuration wizard takes you to the folder that contains the installers. By
default, this is:

C:\Program Files\Red Gate\ESA Admin Console\Installers
2. Connect to the remote server; you must then run the service installer on the server.

When you run the installer, the Setup wizard for the service is displayed. Complete
the steps and click Finish, and then return to the Configuration wizard on your local
computer.

3. In the Configuration wizard, specify the server and port details so that the Admin
Console can register the service.

You are recommended to use the Configuration wizard to install the services and
components. However, if you prefer you can run the individual installers for the services
and components manually. By default, they are located in:

C:\Program Files\Red Gate\ESA Admin Console\Installers

The Archive Service coordinates the scheduling and archiving of messages.

You must create the Archive Service user in Active Directory®. For full details about the
permissions required and how you can add them, see Creating the Archive Service user.
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Before you install the Archive Service, ensure that MAPI is installed on the computer that
will host the Archive Service. For details, see MAPI versions supported for Exchange
Server Archiver (http://www.red-gate.com/ESA/3.0?i=9464).

Exchange Server Archiver requires a minimum of one Archive Service to communicate
with Exchange, but you can install more Archive Services if required. For example, you
may want to use a different Archive Service for each Exchange server to improve
performance or because you have different versions of Exchange in your configuration.
Only one Archive Service can be active for a particular Exchange server at a time.

The wizard guides you through the installation of only one Archive Service; if you want to
add more, you can do this later by using the Install Service button on the
Maintenance tab of the Admin Console.

Only Exchange servers that are on the local domain will be registered with the Archive
Service. If you want to archive mailboxes that are on other domains or Exchange servers,
you can register them later by using the Manage Exchange Organization and
Domains button on the Maintenance tab of the Admin Console.

In Step 2a: Archive Service location in the Configuration wizard, you can choose to
install the Archive Service locally or on a remote server (see Installing on a remote
server, above).

In the Archive Service Setup wizard:

e Under Windows service account, enter the details of the Archive Service user you
specified in Step 1.

e Under Remoting access, you are recommended to select Accessible via TCP, and
specify the port to be used.

If you are installing all services (Archive Service, Storage Service, and UAA Service)
locally, you can select Accessible from this computer only (IPC) if you prefer.

A Storage Service hosts one or more Archive Stores.

You can have any number of Storage Services in your Exchange Server Archiver
configuration. However, the wizard guides you through the installation of only one
Storage Service; if you want to add more, you can do this later using the Maintenance
tab of the Admin Console.

You are recommended to install the Storage Service on the same server as the Archive
Stores that it hosts. However, there may be some exceptions; for example, if you create
an Archive Store on a NAS (network attached storage) unit, the Storage Service is
installed on a different computer; for more information, see Archiving to external storage
(http://www.red-gate.com/ESA/3.0?i=9439).

Before you install the Storage Service, ensure that the Indexing Service is installed on
the server. The Indexing Service creates and stores a catalog of the messages on the
disk.
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In Step 2b: Storage Service location in the Configuration wizard, you can choose to
install the Storage Service locally or on a remote server (see Installing on a remote
server, above).

In the Storage Service Setup wizard:

e When you are prompted for the Catalog folder, enter a location on a local disk for
the catalog of messages that will be created by the Indexing Service.

The catalog size can grow to 25% of the total store size; therefore ensure the location
you specify will have sufficient disk space.

e Under Service Account, you are recommended to select Local system.

If you select Specific user, enter the details of a domain account that has
permissions to read and write files to the local disk, and to administer the Indexing
Service on the local computer.

When you have installed a Storage Service, you can add one or more Archive Stores. An
Archive Store is a folder in which messages are archived; for more information, see About
Archive stores (http://www.red-gate.com/ESA/3.0?i=9470).

In Step 2c: Archive Store locations, the Configuration wizard suggests a name and
path for the Archive Store. The path is local to the server on which you installed the
Storage Service. You can change the name and location if required, but each Archive
Store must have a unique folder name. You can move the Archive Store later, if required;
see Moving an Archive Store (http://www.red-gate.com/ESA/3.0?i=9475).

If you want to add more Archive Stores, click on Add and enter details for the new store.
You can add up to 15 stores using the Configuration wizard; if you need to add more, you
can do this later by clicking Add Archive Stores on the Maintenance menu of the
Admin Console.

The UAA Service enables your users to access and search archived messages.

Before you install the UAA Service, ensure that the following is installed on the computer
that will host the service:

e IS 5.1 or later

If you are using IIS 7, you must set up IIS 6 Metabase Compatibility; see Configuring
IIS (page 32).

If you are using IIS 6 or IIS 7, the UAA Service installer will disable the Windows
loopback check and restart IIS (if the loopback check has not already been disabled).
For information about why the installer does this, see Microsoft support page article
896861 (http://support.microsoft.com/kb/896861).

Note: in a production environment, do not install the UAA Service on IIS 5.1 (or IIS
6.0 in IIS 5.0 isolation mode); only install the UAA Service on these versions in an
evaluation environment in which all services are installed on the same server.
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e ASP.NET 2.0

For IIS 7 and IIS 6, the UAA Service installer creates an application pool that is
configured for ASP.NET 2.0. For IIS 5.1, you must ensure the ASP.NET version is set
to 2.0; see Configuring IIS (page 32).

e MAPI

You must ensure that you install a version of MAPI that is compatible with your
Exchange configuration. For details, see MAPI versions supported for Exchange Server
Archiver (http://www.red-gate.com/ESA/3.0?i=9464).

e the installer requires that a Web site must be configured to use port 80 before you

install the UAA Service; however, you do not have to use this Web site for the UAA
Service

The server on which you install the UAA Service must be visible to users accessing their
messages remotely (for example, if they are using Outlook Anywhere). However, note
that an external URL is not required for Outlook Web Access.

The location of the UAA Service is added to archived messages. Therefore, you are
recommended to create a CNAME (alias) DNS record for the UAA Service's
server and enter this in the Web site address; otherwise, a change to the URL will
mean that all archived messages will need to be reprocessed.

All Exchange servers on the local domain that are detected by Exchange Server Archiver
will automatically use the UAA Service you install using this Configuration wizard. If you
need to install a second UAA Service, for example because of your network topology, you
can do this later using the Install Service button on the Maintenance tab of the Admin
Console. You can then change the UAA Service used by an Exchange server by selecting
the server in the Maintenance tab of the Admin Console, and clicking Properties.

In Step 2d: User Archive Access Service in the Configuration wizard, choose to install
the UAA Service locally or on a remote server (see Installing on a remote server, above).

In the UAA Service Setup wizard, you will be prompted to specify:
e the installation folder
e the Web site on which you want to install the UAA Service

You can choose to use an existing Web site that is configured to use port 80, or to
create a new Web site.

To install on an existing Web site that is not configured to use port 80, run the
installer from the command line and specify the parameter WEBSITE_PORT. For
example:

msiexec /i1 "ESA User Archive Access Service x86.msi"
WEBSITEiPORTZS 080

Note that if you are creating a new Web site and you are using IIS 5.1, you cannot
use SSL as the communication protocol.

e the virtual directory of the UAA Service

Note that if you specify an existing virtual directory, it will be overwritten.
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If you want your users to access their archived messages from Microsoft Outlook Web
Access using a transparent interface, you can install the Exchange Server Archiver OWA
Add-in.

Before you install the OWA Add-in, ensure that the following is installed on the server:

e for Exchange Server 2007, Service Pack 1 and Update Rollup 3 or later
(http://support.microsoft.com/kb/937052)

e for Exchange Server 2003, Service Pack 2 or later
Exchange Server 2010 Outlook Web Access is not supported.

If you are using Exchange Server 2003 and you install the UAA Service on a different
computer from the Exchange server, to use the OWA Add-in you must allow delegation of
credentials to the UAA Service. For full details, see Authorization for the OWA Add-in on
Exchange Server 2003 (http://www.red-gate.com/ESA/3.0?i=9453).

To install the add-in, in Step 2e: Outlook Web Access Add-in in the Configuration
wizard, copy the installer to the Exchange server that hosts Outlook Web Access, and
then connect to the Exchange server and run the installer on the server. By default, the
installer is located in:

C:\Program Files\Red Gate\ESA Admin Console\Installers

If you want to install the OWA Add-in later, you can do this from the Admin Console
Maintenance tab: right-click the Exchange server and click Properties, and then click
Go to Installer.

The Outlook Add-in provides a transparent interface for your users to access archived
messages using Microsoft Outlook 2007 or Outlook 2003.

(If you do not install the add-in, users can access the archived messages by using a
hyperlink to the UAA Service.)

Before you install the Outlook Add-in, ensure that the following is installed on the
computer:

e Qutlook 2007 or Outlook 2003
e OQutlook .NET Programmability Support

To install the add-in, in Step 2f: Outlook Add-in location of the Configuration wizard,
select the Install Outlook Add-in on this computer check box and then specify the
path.

You can save the installer so that you can deploy it to other computers as part of a batch
process (see Deploying the Exchange Server Archiver Outlook Add-in using Active
Directory group policy (http://www.red-gate.com/ESA/3.0?i=9463)). The same installer
is used for both Outlook 2007 and Outlook 2003. If you want to do this, select the Save
the installer check box, and then specify the location to which you want to save it.
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When you click Next, the Outlook Add-in Setup wizard is started. You will be prompted to
specify the installation folder for the add-in.

When you have installed the Outlook Add-in, you must restart Outlook.

Exchange Server Archiver offers four different archive modes. An archive mode specifies
what happens to messages that are processed during an archive.

You select the archive mode in Step 3: Archive mode in the Configuration wizard.

For example, you may wish to use Copy entire message or Copy attachment only
mode if you are running a trial version of Exchange Server Archiver.

e copies attachments to the specified Archive Store

e the original attachments remain on the Exchange server

e copies the message bodies to the Archive Store
e copies attachments to the Archive Store

e originals of both remain on the Exchange server

e copies attachments to the Archive Store

e removes the attachments from the Exchange server

e copies messages and attachments to the Archive Store

e on the Exchange server, removes each message that has been archived and replaces
it with a placeholder; the placeholder contains the first few lines of the message, and
links to the full archived message and any attachments

e removes the attachments from the Exchange server

If you want to set up an archive task immediately, in Step 4: Quick Rule in the
Configuration wizard you can define a rule to specify which mailboxes will be archived and
when they will be archived. (If you do not want to set up a rule now, select Skip this
step; no archive task will be set up and the configuration is completed.)
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To set up a rule, select a rule template and click Next. In the wizard pages that follow,
you are prompted to specify:

the conditions under which you want messages to be archived

a unique name for the rule

the mailboxes to be considered for archiving

the Archive Store in which you want the archived messages to be stored

the schedule for the archive task

You can set up more rules and apply them to groups of users, or individual users when
you have completed the Configuration wizard by using the Rules tab on the Admin
Console.

When you have set up the quick rule (or skipped this step), you have completed the
Configuration wizard and you can click Finish to close the wizard. You can then use the
Admin Console to add more rules or to amend your configuration, as required.
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This topic contains information about installing the services and components for Exchange
Server Archiver. For a pdf file containing all the information on installing and configuring
Exchange Server Archiver, see Installing Exchange Server Archiver (http://www.red-
gate.comy/esa/installation/v3.0).

By default, IIS (Internet Information Services) runs on the lowest available version of
ASP.NET. However, the UAA Service Web application has a minimum requirement of
ASP.NET 2.0. For IIS 7 and IIS 6, the UAA Service installer creates an application pool
that is configured for ASP.NET 2.0. For IIS 5.1, you must set the ASP.NET version to 2.0
(page 33).

In addition, for IIS 7, you must set up IIS 6 Metabase Compatibility and Windows
Authentication before you use the UAA Service.

Note that if you are using IIS 6 or IIS 7, the UAA Service installer will disable the
Windows loopback check and restart IIS (if the loopback check has not already been
disabled). For information about why the installer does this, see Microsoft support page
article 896861 (http://support.microsoft.com/kb/896861).

For IIS 6.0 only, the UAA Service installer will automatically set ASP.NET v2.0 to Allowed
in Web Service Extensions.

To set up IIS 6 Metabase Compatibility and Windows Authentication for IIS 7 on Vista:

1. In the Control Panel, open Programs and Features, and then click Turn Windows
features on or off.

2. If necessary, enter administrator credentials in the User Access Control dialog box.

In the Windows Features dialog box, expand Internet Information Services, Web
Management Tools, and then IIS 6 Management Compatibility.

4. Ensure that the IIS Metabase and IIS 6 configuration compatibility checkbox is
selected.

5. Return to the top level of the features list, and expand Internet Information
Services, World Wide Web Services, and then Security.

6. Ensure that the Windows Authentication check box is selected.
7. Click OK.

To set up IIS 6 Metabase Compatibility and Windows Authentication for IIS 7 on Windows
Server 2008:

1. In the Control Panel, open Administrative Tools, and then Server Manager.
2. Expand Roles, and select Web Server IIS.
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3. In the Web Server (IIS) pane, under Roles Services pane, check that Windows
Authentication and IIS 6 Metabase Compatibility are installed:

¢+ Windows Authentication is located under Web Server, Security

IIS 6 Metabase Compatibility is located under Management Tools, IIS 6
Management Compatibility

The option to set the ASP.NET version may not be available if you installed IIS before
.NET 2.0. To make the option available, at the command line, navigate to:

C:\Windows\Microsoft.NET\Framework\v2.0.50727 (for x86)
C:\Windows\Microsoft.NET\Framework64\v2.0.50727 (for x64)

and then run:
aspnet regiis /iru
To set the ASP.NET version to 2.0:

1. In the Control Panel, select Administrative Tools, and then Internet Information
Services (IIS) Manager.

2. Navigate to the Web site on which you installed the UAA Service, and then right-click
UAAService and click Properties.

Select the ASP.NET tab and ensure that the ASP.NET version is set to v2.0.
4. Click OK.
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This topic describes how you can set up a trial environment for using Exchange Server
Archiver with Exchange Server 2007. To download this topic as a pdf document, see Trial
environment setup (http://www.red-gate.com/ESA/Trial_Setup/v3.0).

You do not have to use this particular setup for your evaluation; Exchange Server
Archiver can be deployed into a wide number of Exchange configurations, and you can set
up a trial on the configuration that is most convenient for you (for full details of the
supported software, see Prerequisites (page 15)).

However, the environment described here is designed to get you up and running with
Exchange Server Archiver as quickly as possible, using the fewest number of computers.

SERVER:

Domain Controller

DMS Server CLIENT:
DHCP Server Otk
Exchange Server

Exchange Sarver Archiver

The easiest way to do this is to use virtualization technology such as VMWare® Server,
Microsoft® Virtual Server, or Microsoft Hyper-V™. However, you could use physical
computers if you prefer.

Before you set up a trial environment, you are recommended to read the Exchange
Server Archiver Technical Overview for a description of the architecture and an
explanation of how Exchange Server Archiver archives and retrieves messages.

Below are the requirements for this trial configuration. For details of the general
requirements for Exchange Server Archiver, see Prerequisites (page 15).

e 32-bit Windows 2003 Server SP2 (SERVER), 1.5 GB RAM, 50 GB of hard disk space
e 32-bit Windows XP SP3 (CLIENT), 512 MB RAM, 10 GB of hard disk space

Both computers should have a network connection and be on the same subnet.

The domain controller will run a DHCP server, therefore you are recommended to use a
network that is dedicated to this system, such as the Host only networks in VMWare, or a
Loopback adaptor if you are using Virtual Server.
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e Microsoft Windows® 2003 Server installation CD
e Microsoft Exchange Server 2007 (32-bit) SP1 installation CD
e Microsoft Outlook® 2007 installation CD

e Red Gate Exchanger Server Archiver installer, available from the Red Gate Web site
(http://www.red-gate.com/ESA)

e Installers for the following, all available from the Microsoft Web site
(http://www.microsoft.com)

¢+ Windows Installer 3.0
¢ Microsoft .NET 2.0 with SP1 or later

¢+ Messaging API and Collaboration Data Objects (http://www.red-
gate.com/ESA/3.0?i=9464)

¢ Windows PowerShell

¢ December 2007 cumulative time zone update for Microsoft Windows operating
systems (http://go.microsoft.com/fwlink/?linkid=92858)

The server will be the Active Directory Domain Controller, DNS Server, DHCP Server,
Exchange 2007 Server, and Exchange Server Archiver server for the trial environment.

Before you install the Windows roles, Exchange 2007, and Exchange Server Archiver,
some prerequisites must be installed.

1. Log in to the computer as an administrator.
2. Place the Windows 2003 Installation disk into the CD drive of the server.

3. In the Control Panel, navigate to Add/Remove Programs and click Add/Remove
Windows Components.

4. When the Windows Components Wizard is displayed, double-click Application
Server.

5. Select the following components and then click OK:
¢ ASP.NET
+ Internet Information Services (IIS)
6. Click Next and wait for the services to install.
Ensure that Windows Installer 3.0 or later is installed.

If you need to install Windows Installer, you will be required to restart your system
before you continue.

8. Install .NET 2.0 SP1
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9. Install Messaging API and Collaboration Data Objects.
10. Install Windows PowerShell.

Exchange Server Archiver requires that the Windows Indexing Service is running so that
the Storage Service can search archived messages.

1. In Administrative Tools, select Services.

2. Right-click the Indexing Service and select Properties.
3. Change the Startup type to Automatic.

4. Click Apply.

5. Click Start.

6.

Click OK, and then close Services.

When you have installed the prerequisite components, you can install the necessary
Windows roles required to run a domain.

1. Open the Manage Your Server application.
2. Click the Add or Remove a role link.

3. When the Configure Your Server Wizard is displayed, on the Preliminary Steps page,
click Next.

4. Select Typical Configuration and then click Next.
This will install the Active Directory Domain Controller, DNS and DHCP roles required.
5. Enter the full Active Directory domain name for your environment, such as
example.com, and then click Next.

Configure Your Server Wizard x|
Active Directory Domain Mame
&n Active Directory domain is identified by & DNS name, :

Type the Full DS name For the rew domain,

Active Directory domain name:

examphe, com

Example of a full DNS name: smallbusiness local

By using the extension “.local” at the end of your Ackive Directory domain name, you can ensure that
your inkernal domain remains separate From your Internet domain,

6. Leave the NETBIOS settings as they are, and click Next.

7. On the Summary of Selections page, click Next to install the roles.
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8.

9.

Accept any prompts to restart the system; when you log in again, the configuration
continues.

When the Server Configuration Process is complete, click Next.

The Windows roles must be configured so that services and client computers can
communicate.

Configure the DHCP role:

1.
2.

5.

In Administrative Tools, select DHCP.

Ensure that the DHCP server is authorized by right-clicking the domain name; if
Authorize is displayed in the menu, select this option; if Unauthorize is displayed,
the DHCP server is already authorized and you do not need to take any action.

Expand the local domain, right-click Server Options, and then click Configure
Options.

Select the 003 Router option and enter the IP addresses for your network's Router
(also known as the default gateway).

Close DHCP.

Configure the DNS role:

1.
2.
3.
4,

In Administrative Tools, select DNS.

Right-click the server name and click Properties.

Select Forwarders, and enter the IP addresses of your network's DNS servers.
Click OK and close DNS.

Configure the Active Directory role:

1.

In Administrative Tools, select Active Directory Domains and Trusts.

2. Right-click the Active Directory domain for your environment and click Raise Domain

Functional Level.
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3. From the drop-down list, select Windows Server 2003.

Raise Domain Functional Level x|

Darain name:

example. com

Current domain functional lewel;
windaws 2000 mixed

Select an available domain funchional level:

IWindDws Server 2003 j

After pou raize the domain functional level, it cannot be reversed. For more information
an domain functional levels, click Help.

4. Click Raise, and agree to the confirmation message.

5. Close Active Directory Domains and Trusts.

When you have set up a working domain, you can install Exchange.

1. Place the Exchange Server 2007 SP1 installation disk into the CD-ROM drive of the
server, and run setup.exe in the CD-ROM's root directory.
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2. When the options page is displayed, ensure that Steps 1-3 are disabled; if they are
not, you have not installed one of the prerequisites.

Flan
Read abouk Microsaft Exchange Server 2007 5P

( n Install
U) Step 4: Install Microsoft Exchange Server 2007 5P1

Step 5: Get Cribical Updates for Microsoft Exchange

Microsoft Exchange Server enables ugers to Enhance
send and receive e-mai, schedule mestings, Read sbouk Microsoft Exchange Hosted Services

ive Faxes, and re ice mai.
itk P e Read shout Micresalt Farefront™ Sacurty for Exchange Server
Install Forefront Security For Exchange Server

Bl

Exgange Server 2007
Chse I

Click Step 4: Install Microsoft Exchange Server 2007 SP1.

4. When the Exchange Server 2007 SP1 Setup wizard launches, click Next on the first
page.

5. Accept the License Agreement, and select the Error Reporting option you require.

6. Select Typical Exchange Server Installation and click Next.

7. Enter the name of your Exchange Organization, and click Next.

8. Select Yes to support for Outlook 2003 and Entourage, and then click Next.

9. Wait for the readiness checks to complete, ignore any warnings about using

evaluation versions of Exchange, and then click Next.

10. Exchange Server 2007 SP1 will now be installed; when it completes the process, click
Finish and restart the system.

11. When the system has rebooted, run setup.exe in the CD-ROM's root directory again.

12. When the options page is displayed, click Step 5: Get Critical Updates for
Microsoft Exchange.

13. Follow the on-screen prompts to install any necessary updates.

© Red Gate Software Ltd 39
30 May 2013



You can now create three users with mailboxes: esauser is required by Exchange Server
Archiver; testuserl and testuser2 are users that you can use to send test e-mail
messages and archive them.

1. Start the Exchange Management Console.
2. Navigate to Microsoft Exchange, Recipient Configuration, Mailbox.
3. In the Actions area, click New Mailbox.
4. In the New Mailbox wizard, choose to create a User Mailbox, and then click Next.
a. Select Create a Mailbox for a New user and click Next.
b. Enter esauser as both the Name and User Logon name (User Principal Name),
complete the password fields, and then click Next.
This creates the user that Exchange Server Archiver will use to communicate with
Exchange.
ol Mew Mailbox
N -r-'. "
1 Intioduchon Uizes Information
B Use Typa Enkor tha uzer name and ac oo milamaban
1 User Infoemation Orgarazational urit
Maibow Settng: IR, Buowse
Mew Maibos Fsl rasine Irunals Lok raime
Complehon [?.-_a [u-.'?f
Flame
[t-!ﬂu'ta'
Uget logon name [User Foncipal Hame|
[z aueer | Etiai3 exampie com =]
Liper logon name [pre-indows 2000]:
[E.-!IIJ.EI
Passvaced Lontrn passward
|ll'!l‘ll!'|ll |!l‘ll!!ll'!
[ Lser must change password at nest logon
Help « fack I Mesd 3 Cancel I
c. Click Browse, select a mailbox database for the user, click OK, and then click
Next.
d. Review the summary configuration, click New, and when the user is created, click
Finish.
5. Repeat steps 1 to 4 above, specifying testuserl as both the Name and User Logon
name (User Principal Name).
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This will be a test user whose mailbox will be archived.

Repeat steps 1 to 4 above, specifying testuser2 as both the Name and User Logon
name (User Principal Name).

This will be a second test user whose mailbox will be archived.

The Exchange Server Archiver Archive Service user must be a mailbox-enabled user in
Exchange, and must have domain administrator rights and full access to the mailboxes on
the Exchange server.

1.
2.

In Administrative Tools, select Active Directory Users and Computers.

In the Users directory, right-click the Domain Admins group, and then click
Properties.

Select the Members tab and click Add.
Enter esauser and click OK.
esauser will be added to the list of members of the Domain Admins group.

Click OK, and then close Active Directory Users and Computers.

You are recommended not to install Outlook on the same computer as Exchange.
Therefore, you should configure a second computer to act as client in your test
environment.

1. Install Windows XP and Service Pack 3.

2. Check that you have a network connection to the server by pinging it.

3. In the Control Panel, select System, select the Computer Name tab, and click
Change.

4. In the Computer Names Changes dialog box, for Computer name enter CLIENT, for
Member of Domain select example.com, and then click OK.

5. When prompted, enter the domain's administrator username and password.

6. At the Welcome to the example.com Domain prompt, click OK.

7. At the You must restart this computer for the changes to take effect prompt, click OK.

8. In the System Properties dialog box, click OK, and then click Yes when you are
asked whether you wish to restart your computer.

9. When the computer has restarted, log in as example\administrator and install Outlook
2007 SP2.
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You can now set up Outlook for the users:

1. Start Outlook, and configure the necessary details for testuserl to send e-mail.

2. Send a test e-mail message to esauser@example.com and testuser2@example.com.

This creates their mailboxes in Exchange.

3. Log out and log back in again as esauser, start Outlook and set up the Outlook
settings account for esauser.

Check that esauser has received the email from testuserli@example.com.

On the Tools menu, click Account Settings, select the esauser@example.com
account and click Change.

Click More Settings.
Click Advanced.
Select the Advanced tab and click Add.

© © N O

Enter testuser2 as the mailbox, and click OK.

10. Close the open dialog boxes, accepting all changes made.

esauser should now be able to view testuser2's mailbox and see the test e-mail message

sent from testuserl.

The trial environment is now ready for Exchange Server Archiver to be installed. For
details, see Installing Exchange Server Archiver (page 14).
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Exchange Server Archiver is licensed per mailbox. A mailbox license is used for each
mailbox that is scheduled to be archived, that is, for each mailbox that has an archive
rule applied to it. A journaling mailbox uses one license.

When you have purchased a license, you activate the mailbox entitlement by entering the
serial number. For full details, see Activating Exchange Server Archiver (page 45).

To check your licensing status, on the Help menu, click Licensing Status.

Licensing Status E

Licensing Status

Serial number: 0OD-123-456789-00DC

Number of mailboxes scheduled to be archived 105
Entitlermnent 110
Femnaining 5

T You can archive only 5 more mailboxes with wour current entitlement,

Purchase, .. ] [Llpu:late Ackivation, .. ] [ Close

Number of mailboxes scheduled to be archived shows the number of mailboxes that
have an archive rule applied. Note that:

e a mailbox is counted even if the applied rule specifies that no messages are to be
archived

e if a mailbox has two rules applied, only one rule is active, therefore this counts as one
mailbox license used

e if a mailbox is selected to be copied back (page 102) to the Exchange server, it is not
counted because the copy-backtask overrides any rules

Entitlement shows the number of mailboxes you have purchased, or Not applicable if
you are in the trial period. If Remaining shows a negative number, you have exceeded
your entitlement.

© Red Gate Software Ltd 43
30 May 2013



To increase your mailbox entitlement, click Purchase. When you have purchased the
upgrade to your license, to activate the new entitlement click Update Activation on the
Licensing Status dialog box, or on the Help menu.

When you are in your trial period, you have unlimited mailbox entitlement.

Exchange Server Archiver displays a message each time you start the Admin Console to
inform you of the number of days remaining in the trial.

aim Exchangs Server rchiver - Admim Comiale
Fla  Yew  Anheing  Stheduded Tads  Hanbsnares Bl Saarch  Halp

Chose ¥
Wil g 0CE ..
Yosur brial will end in 15 daye. Purchase.. Enter Serial Mumbe...,

You can close the message, if required.

You can activate Exchange Server Archiver at any time during the trial period; click Enter
Serial Number on the trial status message, or on the Help menu, or in the Licensing
Status dialog box. The serial number that you use to activate must be valid for at least
the number of mailboxes that you have scheduled to be archived.

When your trial period expires, Exchange Server Archiver displays a message in the
Admin Console, and the Archive Services stop archiving mailboxes. You must activate
Exchange Server Archiver to start archiving again.

If you do not enter a valid serial number, you can continue to use the Admin Console and
access previously-archived messages for 30 days after the trial period expires.

If you exceed your mailbox entitlement, Exchange Server Archiver displays a warning
when you next start the Admin Console. You must:

e reduce the number of mailboxes that have an archive rule applied
or

e purchase further mailbox entitlement, and enter the serial number to reactivate your
license

If you do not do either of these, the Archive Services will archive mailboxes only up to
your mailbox entitlement. You can continue to use the Admin Console and access
previously-archived messages.

© Red Gate Software Ltd 44
30 May 2013



When you download and install Exchange Server Archiver, you have a 30 day trial period
in which you can evaluate the product. When your trial period expires, you are invited to
purchase the product. If you need more time to evaluate the product, contact
licensing@red-gate.com (mailto:licensing@red-gate.com)

When you purchase Exchange Server Archiver, you are sent an invoice that contains your
serial number. You use the serial number to activate the product. If you cannot find your
invoice, you can review your serial numbers at http://www.red-
gate.comymyserialnumbers (http://www.red-gate.com/myserialnumbers).

When you activate Exchange Server Archiver, the licensing and activation program sends
an activation request to the Red Gate activation server, using checksums of attributes
from your computer. The checksums that are sent to the activation server do not contain
any details that might pose a security risk. The activation server returns an activation
response and an encrypted key to unlock the software. The licensing and activation
program should activate Exchange Server Archiver within a few seconds.

If you experience problems, you will be offered the option to activate manually (page 47).
For example, you will need to use manual activation if:

e your computer is not connectedto the Internet

e your network uses a proxy server that interrupts contact between the product and the
Red Gate activation server

Activation should work with proxies configured in the Internet Options applet in the
Windows Control Panel. However, it will not work when:

¢+ the proxy settings specify an automatic configuration script

¢+ the proxy requires authentication, which cannot be transparently handled by
Windows

+ the proxy filters out SOAP packet data or XML data

e activation is unsuccessful (see Troubleshooting licensing and activation errors
(http://www.red-

gate.comy/supportcenter/GeneralContent.aspx?c =all_products/articles/licensing_error
_messages.htm))

For general questions about licensing, see Licensing and activation resources
(http://www.red-
gate.com/SupportCenter/GeneralContent/all_products/articles/Licensing_and_Activation_
resources).

1. On the Help menu, orin the Licensing Status dialog box, or on the trial status
message, click Enter Serial Number.
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The activation dialog box is displayed:

Activate [xchange Server Archiver

Ef] Enter your Exchange Server Archiver serial number

Your serial number weas sert to you with your invoice.

If you cannot Find vour serial number, vou can retrieve it From the Red Gabe Wab site at
http:fwww. red-gake, comfmyserislrumbers

Serial number;

Mate: If you purchased Exchange Server frchiver as part of a bundle, other products may
be activated by this process, Tell me maone abouk what products are in my bunde.

2. Enter your serial number.

When you have entered a valid serial number, @ is displayed next to the serial
number box:

Activate Exchange Server Archiver

EE] Enter your Exchange Server Archiver serial number

Yiour serial number was sent to you with vour invoice,
IF wou cannok find your serial number, wou can retrieve & from the Red Gate Web site at
. ialn

I U=

Sesial number: [001-001-007001 0010 | @

Mote: IF you purchased Exchange Server Archiver as part of & bundle, other prodocks may
be activated by this process. Tel me more about what products are in my bunde.

redgete® [ Actvae ][ cance
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3. Click Activate.
Your activation request is sent to the Red Gate activation server.

When your activation has been confirmed, the Activation successful page is
displayed:

Activate Exchange Server Archiver

E‘fj Activation successful

e

The Followdng product was successfully activated on this cormputer:

Exchange Server Archeer 1

recgete®

If there is a problem with your activation request, an error dialog box is displayed. For
information about activation errors and what you can do to resolve them, see
Troubleshooting licensing and activation errors (http://www.red-
gate.comy/supportcenter/GeneralContent.aspx?c =all_products/articles/licensing_error
_messages.htm). Depending on the error, you may want to try manual activation
(page 47).

4. Click Close.

You can now continue to use your product

Manual activation

Manual activation enables you to activate products when your computer does not have an
Internet connection or your Internet connection does not allow SOAP requests. You will
need access to another computer that does have an Internet connection.
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You can use manual activation whenever the Activation Error dialog box is displayed
and the Activate Manually button is available, for example:

Activation Ernon [zl
A\ Error
(= Y

The activation request is in the wrong Format,

Try using manual activation as vour Inkernet conneckion may nok allow S0P
requesks,

I'EUQBEE@ Activate Manually ] [ Cloze

To activate manually:
1. On the error dialog box, click Activate Manually.
The Activate using the Red Gate Web site dialog box is displayed:

fctivate Exchange Server Archiver

Ef] Activate using the Red Gate Wab site

—amn
Copy the ket inithe box befow, and paste it Paste the ackivation response on the Manual
into the boo: sk Acthvation page of the Red Gate Web site into
bkt oo, red-gate. comfsctivate the box below,

<activationrequest >
<warsion>3<fvarsion>

=machinehash >8E6C- 1 6E0-7F 1 B-824E </m
achinehash»
=praductiodes20</productiode
<majorversion >l <jmajorversion >

SOy Ersion =0 < minarver sion >
«sariainumber >120-010-100424-040C <[5
ridnumber =

=session »acbbaS04- 1 Bad-48 1 c-aff 1-7dchd
48eeat < [sascion >

<locale =en-US<locale >

= jackivationreguest =

(el 5ave toFie.. O Load fom File.. |

redgete®

2. Copy all of the activation request, and leave this dialog box open (if you close the

dialog box, you may have to start again).

Alternatively you can save the activation request, for example to a location on your
network or to a USB device.
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3. On a computer that has an Internet connection, go to the Manual Activation page

(http://www.red-gate.com/activate) on the Red Gate Web site and paste the
activation request into the box under Step 1.

redgete’ v e

Hame Products Purchase Carears Ahouk

Manual Activation

Usa the achvation request from the licensing program to generaba an activation
response 50 that youw can activate progucts on your computer,

Step 1 Step 2

Paste the achvation request into the box below. Copy the conbents of this box into your product
Make sure you paste all of the baxk, actvatan dialog b,

M CTarna FEe i - - - -

HEde mathinehashs

<productcode: 1</producbcodss
smajoreersian>&c/majorversions

i mll'lDrl:'Er:lDn}ut}‘ﬁl'ﬂmrﬁlﬂl‘l:“
cserialnumber>001-001-001001-

0010 g Eki e

<gession=ablc2 an4-5ehg-6hiv-7jkle-
mOnlp2orisd/sassians

<hocalesenSe ocales

o I'ﬂ.'.h‘ulﬂrlr\l"mﬂllﬁﬁr'.“ '

[ Gat Activation Respanse |

4. Click Get Activation Response.
5. When the activation response is displayed under Step 2, copy all of it.
Alternatively you can save the activation response.

6. On the computer where the licensing and activation program is running, paste the
activation response or if you saved it, load it from the file.
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http://www.red-gate.com/activate

hctivate Exchanpe Server Archiver

Activate using the Red Gate Wab site

Copy the bext inthe box bedow, and paste it
It Hhe o 2t

Paste the activation response on the Manual
Activation page of the Red Gate Web site into

the box bekow,

<activationrequest =
<warsion>3<fversionz

=machinehash >8E6C- |6ED-TF1B-829E <fm
achinghash>
<productcode=20<productcode =
<majoreersion:> 1 <fmajoreersion >
<minarversion =0 <minorversion >
<sarianumber =020-010-100424-040C <fse
ridnumber =

<session >achbaS04- | Baé-481c-aff1-7dcbd
4Beeat? < session>

<locaesen-US<locale =

<minoryersion >0 <fmnorversion >

<edition >professions < edtion
<sariainumbar »001-001-001001-

0010 <zerislnumber =

«<ses55ion »ablc23dd-5ef g-6hi?-7H9-
mOnel parisd < feesdon =

<fdata

<signature >

SRde03ghoplbbbe muMDCSSEDI 00+ 8w
TwB [P T+HbgnCwe+H++VMBRPkgqiSsopk Te
POFmOgYLoukOMUGARQOLNOESSrbDabits
T | bR 4 SHZEMNDwaZ ouggkadiys TSl

BISLL M AN 3OS csmx i SFuTH Zk=

< jactvationrequest >
<Jsignature >
<factivationresponse=
|l 5ave to Fike.. | LoadhomFile.. |

redgete®

7. Click Finish.
The Activation successful page is displayed.
8. Click Close.
You can now continue to use Exchange Server Archiver.
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Some common problems that you may encounter when you install and configure
Exchange Server Archiver are described below.

Admin Console (page 51)

Installing and configuring services (page 52)
Archiving and retrieving messages (page 54)
Accessing messages (page 56)

When you have completed the installation and configuration, to validate your setup:
1. In the Admin Console, check the Maintenance tab for any error messages.

2. Check the Alerts tab for any error messages.

3. Set up and run an archive, and check the Alerts tab for any error messages.

4. Open an archived message from Outlook.

Open an archived message from Outlook Web Access.

To use the Admin Console, you must be a domain administrator with full permissions. If
the user logged on is not a domain administrator, an error is displayed in the Alerts tab of
the Admin Console, for example:

Error in configuration of Archive Service 'computername'.
'"domain'\'username' is not a valid account for access.

If you see this error:

e Check that the Admin Console user is a domain administrator with no permissions
explicitly denied.

If you cannot set up a domain administrator user to use the Admin Console:

1. In Active Directory®, create a new security group.

2. Add the Admin Console user to the security group.

3. In the .NET configuration file for the Archive Service, the Storage Service, and the
UAA Service, edit the SecureRemoting value to the new security group:

<add key="SecureRemoting" value="New Security Group" />

The Archive Service and Storage Service configuration files are located in
<Installation Directory>/RedGate.ExchangeArchiver. <component >, exe.config

The UAA Service configuration file is located in <Installation Directory>/Web.config
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If an error is displayed when you click Next on Step 1 of the Configuration Wizard, there
may be a problem with the permissions of the Archive Service user.

e If any Exchange Server that you want to archive is not on the same domain as the
Archive Service user, manually grant the permissions required for the Archive Service
user.

For details, see Creating the Archive Service user for version 3.0 (http://www.red-
gate.comy/ESA/3.0?i=9190), or for version 2.1 or earlier (http://www.red-
gate.com/ESA/2.1?i=9190), as appropriate.

If you see a remoting security exception error connecting to the Exchange server when
you are installing the Archive Service, this may be caused by the system clocks of the
Archive Service server and the Domain Controller server being out of sync by more than
10 minutes.

e Reset the computer account in Active Directory.

For details, see Active Directory Users and Computers in the Microsoft KB support
article Resetting computer accountsin Windows
(http://support.microsoft.com/kb/216393).

If the Archive Service user is not recognized by the Active Directory (AD) server, an error
is displayed when the Admin Console refreshes the list of mailboxes in the dashboard. For
example:

Error populating Active Directory user cache for domain DC=example, DC=com:
System.Runtime.InteropServices.COMException (0x80040E37): Table does not
exist.

This may be because AD replication is not working.

e Check the AD global catalog to ensure that the Archive Service user has been
replicated across the forest.

For more information, see the Microsoft TechNet article Troubleshooting Active
Directory Replication Problems (http://technet.microsoft.com/en-
gb/library/bb727057.aspx).
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When you are installing the UAA Service, you may see the following error:

j{i‘_,—' ESA User Archive Access Service 3 Setup @

-

MET Framewark version 2 is not registered with IIS. To
i reagister, run aspnet_reqiis firu which is located in
C:WINDOWS \Microsoft, MET \Framework 2.0, 50727

If this error is displayed:

Run aspnet regiis /iru
Check that ASP .NET 2.0 is installed.
Check that ASP .NET 2.0 is allowed in Web Service Extensions.

Ensure the subfolder \aspnet_client\system_web\2_0_50727 exists in the location
specified by the PathWWWRoot registry key:

HKEY_LOCAL_MACHINE\SOFTWARE\Microsoft\InetStp\PathWWWRo ot
The default value is:

C:\Inetpub\wwwroot
If the subfolder does not exist, create it in the specified location.

You may see the following error when you are installing the UAA Service:

ﬁ! ESA User Archive Access Service 3 Setup @

-

You must set up IIS & Metabase Compatibility before you
l . install the UAA Service.

See http:/fwww.red-gate.com/ESAf3.0%=2431

Check that you are using the correct UAA Service installer for your architecture (x64
or x86).

For IIS 7, check that you have set up IIS 6 Metabase Compatibility; for details, see
Configuring IIS (http://www.red-gate.con/ESA/3.0?i=9431).
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If you see errors in the Alerts tab that refer to the Indexing Service when Exchange
Server Archiver is archiving or retrieving archived messages, this may be because the
Indexing Service is not running, or because it was not started before the Storage Service
was installed. For example:

Alert Details
Service: £ StorageService .
Type: /T Warning

-
Drate: 2710512010 —|
Timne: 11:07:51
SErver:
Descripkion:
Skorageservice
Indexing Service nok configured carrectly on Starage Service SMESA

To fix this:

1. On the Storage Service server, run services.msc to open Services.

2. Stop the ESA Storage Service.

3. Check that the Indexing Service Startup Type is set to Automatic.
If it is not, double-click to open the Indexing Service Properties, and change the
Startup type to Automatic.

4. If the Indexing Service statusis not started, right-click the Status and click Start;
otherwise, click Restart.

5. Start the ESA Storage Service.

To ensure the Indexing Service catalog is up-to-date:

1.
2.
3.

Run mmc to open the Microsoft Management Console.
If necessary, add the Indexing Service snap-in.

Under Exchange Server Archiver, Directories, right-click each Archive Store folder
and click Rescan.

If there are still problems, the Indexing Service catalog may be corrupt. To recreate the
catalog:

1.

On the Storage Service server, run services.msc to open Services.
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Stop the Indexing Service.

Run mmc to open the Microsoft Management Console.

If necessary, add the Indexing Service snap-in.

Right-click the Exchange Server Archiver catalog and click Properties.
Note down the catalog location, and then click Cancel to close the dialog box.
Right-click the Exchange Server Archiver catalog, and click Delete.
Right-click Indexing Service, and click New, Catalog.

In Name, type Exchange Server Archiver, enter the Location that you noted in step
6, and click OK.

. For each Archive Store:

a. Under Exchange Server Archiver, right-click Directories, and click New,
Directory.

b. Enter the Path of the Archive Store, and click OK.

. Start the Indexing Service.
12.

Under Exchange Server Archiver, Directories, right-click each Archive Store folder
and click Rescan.

If the DN of a user contains an apostrophe, an Archive Service error is displayed in the
Alerts tab. For example:

User 'domain'\'username' cannot be granted permission on the mailbox

'user@domain.com' - no archive service which could be contacted allowed
this.

For a patch to fix this, contact Red Gate support at: https://www.red-
gate.comysupportcenter/contactsupport.aspx (https://www.red-
gate.comy/supportcenter/contactsupport.aspx)

If you are using Exchange Server Archiver version 2.0 or later and you are retrieving
messages that were archived using version 1.1 of Exchange Server Archiver, you may
see an InvalidCastException error, for example:

Unable to convert from type Byte[] to Bytel[][]

For a patch to fix this, contact Red Gate support at: https://www.red-
gate.comy/supportcenter/contactsupport.aspx (https://www.red-
gate.comy/supportcenter/contactsupport.aspx)

When you run an archive rule or when the Admin Console retrieves mailboxes sizes for an
Exchange 2007 system, you may see the following error:
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ArchiveService

COMException logging on to Exchange Server:
System.Runtime.InteropServices.COMException (0x81002746): Error in
IMsgServiceAdmin: :ConfigureMsgService: WSAECONNRESET

The most common cause is that the Archive Service user has been hidden from the
Exchange Global Address List. To stop hiding the user from the Exchange Address List,
see WSAECONNRESET error when archiving or retrieving mailbox sizes (http://www.red-
gate.com/ESA/3.0?i=9461).

You may see the following error message when you run an archive rule:
Archive Service

COMException logging on to Exchange Server:
System.Runtime.InteropServices.COMException (0x8004010F): Error in
IMsgServiceAdmin: :CreateMsgService: MAPI E NOT FOUND

This error can occur if MAPI is not installed, or if the version of MAPI is not compatible

with Exchange Server Archiver.

e Check that MAPI is installed.

You must ensure that you install a version of MAPI that is compatible with your
Exchange configuration. For details, see MAPI versions supported for Exchange Server
Archiver (http://www.red-gate.com/ESA/3.0?i=9464).

e Check that the installed version of MAPI is supported.

For more information, see MAPI versions supported for Exchange Server Archiver
(http://www.red-gate.com/ESA/3.0?i=9464).

e If you have installed the standalone MAPI client, reboot the server.

If you see a message placeholder when you open a message in Outlook instead of the full
message:

e Check that the Outlook Add-in is installed.
e Check that the Outlook Add-in is not disabled:

In Outlook, click & in the Exchange Server Archiver toolbar; if the About Exchange
Server Archiver box is not displayed, the Outlook Add-in is disabled. For information
about how to enable the add-in, see Disabling the Outlook Add-in (http://www.red-
gate.com/ESA/3.0?i=9460).

e On the Admin Console Maintenance tab, check that the Storage Service is running,
and the Archive Stores are attached.

e Check that the UAA Service Web site is running.
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This chapter describes how you use the Admin Console, and perform common
administration tasks.
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Using the Admin Console

You use the Admin Console to set up and monitor archiving, and to make changes to your
configuration.

To use the Admin Console, you must be a domain administrator.

The Admin Console (page 58)

Running an archive rule now (page 60)
Using multiple Admin Consoles (page 60)
Refreshing the data (page 60)

The Admin Console

The Admin Console is divided into five areas:

&# Exchange Server Archiver - Admin Console

File  Wiew  Archiving  Scheduled Tasks  Maintenance  Admin Search Help

E Dashboard |\.'° Archive Rules *}. b aintenance

Group by: = Exchange servers - | Find: m i

Mailboxes Size Archive Size
= E:-u:hange (118) 1.9 GE 565.1 ME
= [J First Storage Group {63) 692 MB 302.6 ME
Adarn. Green 2449 KB 25.9 MB
Adam, Walker 319.6 KB 4.5 MB
Dashboard

This displays information about mailboxes and the archive rules that have been applied to
them.

You can view the information by Exchange organization, or by your Active Directory
structure. If you view by Exchange organization:
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e For Exchange Server 2003 and Exchange Server 2007, the mailboxes are grouped by
Exchange server and then storage group.

e For Exchange Server 2010, the mailboxes are grouped by Database Availability Group

(DAG) and then database. For Exchange servers not in a DAG, the mailboxes are
grouped by Exchange server and then database.

Only mailboxes hosted by Exchange organizations and domains that you have registered
with the Archive Services are displayed; for details see Managing Exchange organization
and domains (page 100). In the Active Directory view, all domains and subdomains are

shown at the top level (subdomains do not inherit from their parent domains).

The Size column displays the size of the item on the Exchange server. When a mailbox is
archived, the mailbox size on the Exchange server after archiving is shown in the Size
column when the data is next refreshed (page 60). However, note that the size of a
storage group on the Exchange server is reduced only when you defragment the
Exchange server database.

You can choose not to display the sizes for individual mailboxes to speed up the data
refresh (page 60) time; on the View menu, click Display Mailbox Sizes.

Archive Size shows the total size of the corresponding archives in the Archive Stores.

The Rule column displays the name of the archive rule that applies to that item. If no
rule has been applied, Set rule is displayed and you can click this to create a new rule.

This tab enables you to view, create, and edit rules; see Setting up rules (page 63).

This tab displays information about your current configuration, and enables you to add
new services or stores, and change your configuration.

Alternatively, if you want to add new services or stores, you can open the Configuration
Wizard from the Maintenance menu to guide you through their configuration.

This tab displays information about tasks that have been run (such as archives), alerts
about configuration events, warnings, and so on. Double-click an alert to view its details.

This tab displays the tasks that are scheduled to run. Right-click a scheduled task to run,
edit, or delete it.
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When you create a rule, the next occurrence is displayed in the Scheduled Tasks tab. If
you want to run the rule immediately:

e in the Scheduled Tasks tab, right-click the task and click Run Now

e or, in the Archive Rules tab, right-click the rule and click Run Rule

To run tasks associated with all rules, on the Archiving menu, click Run All Rules Now.

You can view and manage the Exchange Server Archiver settings from Admin Consoles
that have been installed on different computers. However, ensure that changes to the
archive setup and configuration are not made simultaneously from different Admin
Consoles; otherwise the archiving system may become inconsistent, and messages may
not be archived or may be temporarily inaccessible.

Each new Admin Console user must register the Archive Service to see the configuration
details: on the Maintenance tab, click Register Archive Service and enter the details
of the service.

The Admin Console automatically refreshes its status periodically to update alerts,
scheduled tasks, the status of services, and so on. To refresh the status immediately,
press F5 (or on the View menu, click Refresh).

You can choose not to display the sizes for individual mailboxes to speed up the data
refresh time; on the View menu, click Display Mailbox Sizes.

If you make any configuration changes, such as adding mailboxes in Exchange or
restarting a service, to see the changes, press Ctrl + F5 to refresh all the data (or on the
View menu, click Refresh All).
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Changing the archive mode

The archive mode (page 5) that Exchange Server Archiver uses when any messages are
archived is displayed in the Admin Console.

a# [echange Server Archiver - Admin Console

Fils Ve Gechieng  Soheduled Tasts  Manberanos adeen Sserch el

{4 Dmhbomd | 47 Aheve Flukes| % Hasrienance

e e — R

Hathnues e Arrhive Stee | Bule Artive Brchiber Docratinn Sewt Doourrence

You can change the archive mode, if required. For example, if you have been evaluating
Exchange Server Archiver using the 'copy only' mode Copy entire message, you may
want to change it to Full archive so that archived messages and attachments are

removed from the Exchange server.

When you change the archive mode, the new mode will be used by all existing rules on all
servers, from the time at which you change the mode.

To change the archive mode, on the Archiving menu, click Set Archive Mode.

Set archive mode
M ; . Current mode: Copy entire message
= '{E{ .\ ==| Copies messages and attachments to the Archive Stare, leaving
— ia" the ariginals on Exchange Server.
Archive mode
M _ (_} Copy attachments only
S= & o
3 () Copy and remove attachments only
= = o
L =
, a () Full archive
b @a” =
MHest » Cancel
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When you select the archive mode you require and click Next, you are prompted to
schedule a 'tidy up' task. This task will process all messages that have been archived

previously so that they are in a statein Exchange thatis consistent with the new archive
mode.

For example, if you change the mode from Copy entire message to Full archive, for each
message that has been previously copied the tidy up task will:

e create a message placeholder and remove the message body from the Exchange
server

e remove any attachments from the Exchange server, and create links to the
attachments in the placeholder

The tidy up task may take some time (depending upon the number of messages that
need to be processed). You can create a schedule for the task immediately, or you can
choose to set up the task later using Schedule Tasks, Tidy Up on the Maintenance
menu; an alert is created to remind you.

Note that if messages or attachments are copied back to the Exchange server (for
example, if you are changing from Full archive to Copy entire message), you will lose
single-instance storage on the Exchange server.
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You set up archive rules to:
e specify which mailboxes are to be archived
You can apply a rule to individual mailboxes or to groups of mailboxes.

e specify conditions that define which messages will be archived (such as 'messages
over 10MB or older than 30 days')

e specify the Archive Store to which the messages will be archived

e set up schedules to control when messages will be processed

Note that only one rule can be active on a mailbox. However, you can create complex
criteria for archiving by specifying a number of conditions within a rule. For more details,
see Rule conditions (page 63).

The Archive Rules tab displays a summary of the rules you have created, and enables
you to create new rules and edit existing rules.

Rule conditions (page 63)

Rule precedence (page 65)

New mailbox rule inheritance (page 67)

Example: creating exceptions to group rules (page 67)
Example: excluding mailboxes from a group rule (page 68)
Scheduling rules (page 69)

Running a rule immediately (page 70)

When you create a rule, you can select New Rule to create a rule from scratch, or New
from Template to create a rule that has some conditions already preset that you can
then edit.
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A simple rule could contain just one condition, such as archive messages that are older
than 90 days which uses the Age template.

Hew: Rule ['5_<|

yb Mame: |Messages older than 90 days |

Conditions |F'.|:||:|Iies ko | Archive Store || Schedule | Motes

archive messages that match any of these conditions;

Messages older than days

0a Add condition

You may want to set up a rule that will archive messages under a number of different
conditions. You can do this by clicking Add condition and selecting a new condition.

In the example below, messages are will be archived if they are older than 120 days or if
they are older than 30 days and larger than 5 MB.

Mewr Rule [‘S_<|

y Mame: |0Iu:|er than 120d OR older than 30d and larger than 5 ME |

Conditions |.ﬁ.pplies to | Archive Store | Schedule | Motes

Archive messages that match any of these conditions:

Messages older than days b 4
Messages older than davs and also larger than B x

0a Add condition

You can also use the All messages condition to ensure that all messages in a mailbox are
archived, or No messages to ensure that messages in a mailbox are never archived; see
Example: excluding mailboxes from a group rule (page 68) for an example of this.
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Only one rule can be active on a mailbox at any one time; if more than one rule is applied
to a mailbox:

e a rule that is applied using the Active Directory tree takes priority over a rule that has
been applied using the Exchange organization tree

e the rule thatis most specifically applied is used

For example, if you apply Rule A to First storage Group, this is inherited by all mailboxes
within that group. This is displayed in the Rule column on the dashboard.

Mailbones Size Archive Size | Rule Active i
= [P exchange {3} 75,6 MB = Satrule.,.
=l |} First Storage Group {3) 27,6 MB - A Rule & esabo
mailbioeel 11,5 ME . « Rule & esabo
mailbox2 12.3 MB - - Fude A esabo
mailboe3 3EME - « Rude A asahn
+ [ Second Storage Group (6) 45,0 MB - Sebrnude,., esabo

If you then create Rule B and apply it to mailbox 3 only:

Conditions | Applies ko | Archive Store | Schedule | Motes
If riore than one rule is assigned to a mailbos, only the highest priarity is used, @

Select by: 7 Exchange organization -

Mailboxes | Current Rule L
= [5] [Fiexchange (3) -
= [®] [ First Storage Group {3} A& Rule
[] mailboz:1 L Rule &
[] mailboxz L. Rule &
mailbioea ERuler

+# [ | [@ second Storage Group {0} -
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...Rule B overrides Rule A because it is more specific:

Mailboxes Size Archive Size | Rule Active Arcl
= [Pyexchange (3) 75.6MB - Setrue.,.
= [J First Storage Group {3) 276 MB = g Rule A esabox)st
mailboel 11,5 MB - s Rule A esabioxSt
mailbioxZ 12,3 ME - e Ruds A esabingst
mailbax3 3.8 MB - J@RukeB esabox/Sl
+ [ Second Storage Group (6) 48.0 MB = Satrda,., esaboy)Ste

This is also shown in the mailbox properties:

X

Mailbox Properties

\.‘EJ mailbox3@example.com

Location: exchange.example,com\First Storage Group
Size in Exchange: 3.8 KB
Size in Archive: 0 b

Archive Settings | Archive Rules

If more than one rule is assigned to a mailboe, only the highest priority is used. @
Applicable rules Inherited from
&% rueE railboz 3@example. cann
Fule & exchange/First Storage Group
K l [ Cancel

It does not matter in which order you create the rules; the most specific rule always
takes precedence.

You can use rule precedence to exclude individual mailboxes from a group rule; see
Example: excluding mailboxes from a group rule (page 68).

Note that you cannot have two rules applied to the same group or mailbox at the same
level; if you apply Rule C to mailbox 1 and then you apply Rule D to mailbox 1, Rule C is
automatically changed so that it no longer applies to mailbox 1.
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When you apply a rule to a group, such as a storage group, a DAG, or an Active Directory
folder, any new mailboxes that are added to that group in Exchange automatically inherit
the group's rule.

If, however, you select individual mailboxes in a group rather than applying the rule at
group level, new mailboxes that are added subsequently do not inherit a rule and will not
be archived unless you explicitly apply a rule.

Therefore, if you want a rule to be inherited when you add mailboxes, it is best to create
a group rule. You can then create individual rules for any mailboxes within the group that
you do not want to use the group rule.

Note that in Exchange Server Archiver, domains and subdomains are all considered to be
at the top-level; therefore, if you add a subdomain, the mailboxes in the subdomain will
not inherit rules from the parent domain.

If you select a group containing a large number of mailboxes, to ensure that you have not
exceeded your mailbox entitlement, on the Help menu, click Licensing Status.

In this example, you have a company policy that specifies that messages must be
archived at least every 90 days, but a graphic designer in your marketing department
often receives messages with large attachments so you want to archive his mailbox more
frequently.

1. Create a rule for the company using the Age template, and on the Conditions tab
specify Messages older than 90 days.

2. On the Applies to tab, select the top level check box to apply the rule to all users in
the company.

Specify the name, archive store, and schedule, and click OK.

4. Create a new rule for the graphic designer using the Age template, and on the
Conditions tab specify Messages older than 90 days.

5. Click Add Condition, select the Age and Size condition, and specify Messages older
than 14 days and larger than 5 MB.

This rule will archive any messages that are older than 90 days. It will also archive
any messages that are older than 14 days and larger than 5 MB.

6. On the Applies to tab, select the check box to apply the rule to the graphic
designer's mailbox.

7. Specify the name, archive store, and schedule, and click OK.

The company rule will act on all mailboxes except the graphic designer's mailbox, and
any new mailboxes that are added to the company group will inherit this rule. The
individual rule will act only on the graphic designer's mailbox, and will ensure that large
messages are archived after 14 days.
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There may be occasions on which you do not want a mailbox within a group to be
archived at all. For example, you may want to set up a global company rule, but you do
not want the mailbox for a resource to be archived. To do this:

1. Create the global rule, and apply it to the company group.

2. Create a new rule, and on the Conditions tab under Add condition, select No
messages.

Delete any other conditions by clicking ;4
4. On the Applies to tab, select the mailbox for the resource.
Complete the details for the rule.

(Although the rule will not archive messages, you must select an Archive Store and a
schedule to complete the rule setup.)

The company rule will act on all mailboxes except the resource's mailbox, and any new
mailboxes that are added to the company group will inherit the company rule. The
individual rule will ensure that messages in the resource's mailbox are never archived.
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Scheduling rules

When you create a rule you can set up a schedule, for example to run the rule weekly.

New Rule F§|

J) Mame: |Messages older than 90 days |
|

Conditions || Applies to || Archive Stu:ure| Schedule |Nu:-tes

() Mo schedule (run manually) @

(O Specific date: | | |:|

@' Recurring

Type: | Weekly w |

Diay: |Satur|:|a':.f V| Time: |23:00 &

Stop processing messages afker hours minutes @

(0] 4 l [ Cancel

You should ensure that your archive rule schedules do not coincide with any Archive Store
backup schedules. If an archive occurs while you are backing up, the database file could
be inconsistent with the archived messages in the backup. For more information about
backing up Archive Stores, see Backing up Archive Stores (page 93).

You can specify the length of time for which you want the archive task to run. The default
time is 3 hours. If the archive task has not completed at the end of the specified time,
messages that match the archive rule but have not yet been processed remain
unarchived. The next archive run starts again at the first mailbox. If the archive process
repeatedly does not complete, mailboxes at the end of the archive process will remain
unarchived and you are recommended to extend the time for which you want the archive
task to run.

If you want the archive process to run until it has processed all messages that match the
archive rule, clear the Stop processing messages checkbox.

© Red Gate Software Ltd 69
30 May 2013



Note that the first archive run using a particular rule will take longer than subsequent
archive runs using the same rule.

When you create a rule, the next occurrence of the task is displayed in the Scheduled
Tasks tab. If you want to run the rule immediately:

e in the Scheduled Tasks tab, right-click the task and click Run Now

e or, in the Archive Rules tab, right-click the rule and click Run Rule

To run tasks associated with all rules, on the Archiving menu, click Run All Rules Now.
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Maintenance tasks

You can monitor and change your configuration by using the Maintenance tab.

@l Exchamps Served Archiver - Admin Cangsle

Fis Vs Srohverg  Schechled Tasks Manterance  Admin Search Help
L]
i Dimhbosd| o Aschive Flukes| % Hanimancs = _= rull archive
. ;
iq.- Exchange Organization ".:,:‘A Archive services and storage
M Archive Servece LUAA Service Server namee Sereces matalled Stiatus
A e oo resdairhies ] (5} User Archeve Bcrmss Sanvics et e
I, =c2010-2 offics2010 el sechive oFfaii {1 e heem Sarvce Correctd
M MG oun office2010 madschive £ Borsge Sarvics Conreted
3 Foes TSR Conrescted
¥ Store w02 Connedted
@ Waruag Evchangs Digarizabion ard Dernane . | [ 3 Couake e Steae. | [ InstaSarvice | [0 Rogsten duchive Sanvice. =

Exchange organization

The Exchange organization that the Archive Services have detected are displayed on the
left-hand side.

e for Exchange Server 2003 and Exchange Server 2007, the registered Exchange
servers are displayed

e for Exchange Server 2010, the registered Database Availability Groups (DAGs) and
registered Exchange servers that are not in a DAG are displayed

Right-click the name of an Exchange server or DAG to view its properties or to set an
archive rule (page 63).

For information about how to register further Exchange servers or DAGs with the Archive
Services, see Managing Exchange organization and domains (page 100).

Services

The services that you have registered are displayed on the right-hand side of the
Maintenance tab, with information on their status.

To install a service on another server, click Install Service.

If you have installed a service but it is not displayed in the list, select the appropriate
option from the Register button to register the service.

To view the properties of a service, right-click the service and click Properties.
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To see the Archive Stores that have been added to a Storage Service, expand the
Storage Service in the right-hand pane.

For more information about Archive Stores, see About Archive Stores (page 83).
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Accessing archived messages

This chapter describes how users can access their archived messages.
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Using the Outlook Add-in

When you install the Outlook Add-in on your users' computers, Exchange Server Archiver

provides a transparent interface for your users to access archived messages using

Microsoft® Outlook 2003 or Outlook 2007.

Messages that have been archived are identified with a yellow envelope =i,

« Inbax - kicrosal Outhaak - =
¢ e pOt Mew Go Teoh Adiers  Help
Pgdbew v | N x (g Beply Gl Reptyto A (g Formard B W N SendBegeive » (S (U] Seach addeess books e h;u‘.
:ﬂ:l Fid r Tribecis. = 4 Lrarch Agwenced Seant., 5
# ||-3 Inbox 14:25:29 - Thread:d
B srarcn wnos £ 1% || userl@zkie2k3local
£ | arranges By Date Hewest ontop - Sail 03/06,/2006 15:37
El ey e - | e g IR .
E | 14:2529 - Threadkd = User One; Group Theee User Thies; Liser Twa; Liser Thres ) Liser Fue
- | i3 GroupaUie3 @ 2k3al k3. laal 17033009 1 A Merage T Tl ket (2 BAE)
B S s e o 1200700 : i
E "‘."”_ o = 3 . [ To coin a phrase, The core drivers needs to be addessed along
| 5 werd@ 2 el o 1200 wikth the the overall gameplan
| AokE - Thesa 8
8 | G wmerd@ et son 130305 "-":'il:huut a -t!uuhT. what amounts to the strategic goals produces
i Y diagnostic f=edback to the best practice non-referent
E 3 e rlE A e docal 120108 programming. This may be due 1o a lack of a corparate
= 1:04:5 e information exchange.. 5o, where to from here? Persumably,
] i w2 @A elk docsl 120272008 any subsequent interpolation may mean a wide diffusion of
—3 i - Threadd the subsystem compatibility vesting Inte any diserete or
3 § mattheweflathE 2i3e 53 Jocal 1202008 transitional configuration mode
4 . hreadd
i) 3 @i e ool 12022009
ﬁ o e @ el ol 120373009
I « |3 mengnEanE oo 11000 i
picioh i i
73T Rems Allfoiders are up to date.  ©7 Connected to Microsoft Exdhange =

When a user opens an archived message by selecting it in the message list, Exchange

Server Archiver retrieves the full message and any attachments.

Users can move or delete a message, or change its status (read/unread, category, or
flag) by selecting the message in the message list. (These features are not available

when the archived message is opened in a new window.)

Note that archived messages are not cached on the local computer; if users work offline

in Outlook, when they open an archived message a placeholder is displayed.
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Outlook Add-in search

A search feature is provided so that users can search the message body and header of
both archived and unarchived messages in a single search when working online.
Attachments are not searched.

& Red Gate Exchange Server Archiver Search

Find: |core drivers In folders: |Inbox “".

Advanced ophions &

From w Hndrvl

Subject w To -
+ Add Criteria +

Search complete, 30 messages found,

. Fom | Subiect Recetved v -
GroupzUserl@2k3ezks,  14:30:08 - Thread:4 Thu 12/02f2009 17:18 J:
local Tt is common knowledge that the targeted ethica . [

[y Group2User2@zklezhd.  08:38:35 - Thresd:d Thu 12/02/2009 17:17
local The Empatte Of Fundamental Principle “am ini .
= usarli@2k3e2k3 bocal 14:25:29 - Thread:d4 Thu 12/02{2009 17:16
To coin & phrase, The core drivers needs to bea.
3y  Group3User3®zkiezks.  09:52:70 - Thread:3 Thu 121022009 17:16
local The Interpretation Of Characteristic Element .. [
user2@ZkInzkd. ocal 12:28:46 - Thread:3 Thu 12f02/2009 17:15 ﬂ

redgate’

A

However, note that if you are using the Copy and remove attachments only archive
mode (page 5), your users should use the standard Outlook search.
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Using Outlook without the Add-in installed

If you do not install the Outlook Add-in, messages that have been archived are identified

with a yellow envelope =, but only a placeholder is displayed when an archived message
is selected:

14:25:29 - Thread:4
userl@Zk3eZk3 local
Sat 03,/06,/2006 1332

Usar One; Group Thres User Three; User Two; User Three; User Five
Lser One; Group Three Lser Three; User Two; User Three; User Five

| Message | @ attachmentsdrchived.htm (520 B)

To coin a phrase, The core drivers needs to be addessed along with the the overall game-plan.
Wi

The original message has been archived.
Vigw message

Attachments:

Tl lbd

Users can access the full message by clicking the View message hyperlink to the UAA
Service (page 79).

Searches from within Outlook will search only the message placeholders. To search
archived messages, users can use the UAA Service search feature.
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Using the Outlook Web Access Add-in

When you install the Outlook Web Access (OWA) Add-in, Exchange Server Archiver
provides a transparent interface for your users to access the archived messages using
Exchange Server 2007 Outlook Web Access or Outlook Web Access 2003.

Messages that have been archived are identified with a yellow envelope (=i,

o S .
o Office Outlook web Access L m [ Optons | user 17| Log OFf

vttt s Mireicoht Exhange

B Inbsse (25 Ieie) & Helo
Swe - - B X &- B L Renly | (S Rephy oAl | g Forward

£ - % 13:49:01 - Thread:4

Artaraber: Date - hewsest ontop. - userl@?k3e2kT local [user @2k3e2kT local]
Today = Senk 30 Aprl 2009 1349
15 umer2pdae 7 bocal =8 7 N i
0= 12:4] - Thread:4 o e 1
E user 1@ 3e X7 Jocal 1348 © Attachments: r-: Tty bt (2 MY ) Birsaryl 3 bin {1 MES
(362 25:47 - Thread:3
(5 userl@dle X7 local 1548 7 : ; . =
15006123 - Thread:4 The following pomts should be appreciated about ;
T user103ce T ool 1349 ) )
@ 14501 Threads4 1. an overall understanding of any organic terms of reference will
3 (% usar 1B I=T local 154 7 move the goal posts for the strategic fit
SN @ iR E:17 - Theead:S 2. any mherent dangers of the compatsble sght relates globally
Ba] S usr1@AdeXTocal 1348 7 o any intrnsic homeostasis within the metasystem.
———| 303918 - Thread:4 Comversely, what might be described as the feedback process
E] i user L Z3a T local 13:48 provides the bridae between the key objective and what is
Ej 16:26:25 - Thrizad:5 beginning to be termed the “prmary reproducible dealism®.
S G ueer 1833 T ocal 1348 T (= 3. the target population for a significant aspect of the ad-hoc
29 s bo 25 of 25 central interface develops a vision to keverage The total quality =

Searches from within Outlook Web Access will search only the message placeholders.
Users can use the UAA Service Web page for a full-text search of archived messages.

Using OWA without the Add-in installed

If you do not install the Outlook Web Access Add-in, archived messages are not identified
with an icon.
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When a user selects an archived message, a placeholder is displayed and users can
access the full message by using a hyperlink to the UAA Service.

5 Office Outlook Web Access

E Cpsons | user 1= | Log OFf

e - -1 B K |- B CipRegly | iSfReplyto Al i) Forward

£ - % 13:49:01 - Thread:4

Arrarge bir; Date - Newest onkop. - userl@Zk3e2k? local [user @2k3e2kT local]
Taday © | sent 30 Apel 7009 1349
{3 user2p I X T local 1349 Te: user 1; User 2
10 2141 = Thraad:d o user 1
4 yser 1R Ie T ol 1349 Attachments: 8] Altsdmentydrchived him (479 )
(62 25:47 - Theead:3
= v 18 %3e X T.loml 14 7 ’ .
15006123 - Thread:4 The following pomts should be appreciated about ;
S user 1D 3e AT Jocal 134 i )
@ 1%49:01- Theeade4 1. an overall understanding of any crganic te...
E 5 umer LB X327 ool 1343
- W 171817 - Thread:5 The origimal message has been archived.
o] B werieXdeXTiowl 14 View mezsage
- 20029113 - Thread:4 Attachments:
b (= - 1ze ¥ e
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Searches from within Outlook Web Access will search only the message placeholders.
Users can use the UAA Service Web page for a full-text search of archived messages.

Note that if you are using the Copy and remove attachments only archive mode (page
5) and you have not installed the OWA Add-in, users cannot access archived attachments
from within OWA; they must use the UAA Service (page 79) to access the attachments.
(For more details, see Cannot access attachment from OWA (http://www.red-
gate.com/ESA/3.0?i=9452).)
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You use the User Archive Access (UAA) Service if you do not want to install the Outlook
Add-in or the Outlook Web Access Add-in, or if you do not use Outlook or Outlook Web
Access to access your messages.

If the relevant add-in is not installed and you select an archived message, a message
placeholder is displayed with a hyperlink to the UAA Service. When you click the
hyperlink, the full message is displayed in your default Web browser.

You can download the message from the UAA Service as an Outlook message (.msg) or
an internet e-mail message (.eml), if required.

If the add-in is not installed, you must use the UAA Service search feature to search
archived messages. To access the search, type the URL for the UAA Service in your Web
browser. For example:

http://esabox/uaaservice

The UAA Service search feature is displayed.

7~ Mail search and view - Windows Internet Explarer E|E|E

el smal local W g W | | . Mo

¢ Favorites | 8 Mail search and view

Archived Message Search redgate
Find srchived metsages cortsinng:

Note that if you are using Exchange Server 2010 or Exchange Server 2007 journaling, the

UAA Service does not search the message body; only the Sender, Recipients, Subject,
and Date are searched.

If you are an administrator, you can use the UAA Service to search all archived
messages, for all users. To do this, you must first specify the security group that will
have access tothe Admin Search:

1. On the Admin Search menu, click Set Up Admin Search Access.
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Set Up Admin Search Access

X

Set Up Admin Search Access

‘fou can use the Uaa Service Admin Search to search all archived messages For all
users, Mare...

Specify the security group to be authorized bo use the Admin Search,

Admin Search security group:

Dorain Admin

K l [ Cancel

2. Type the name of the security group, and then click OK.

You can specify only one security group. If you want to more than one security group to
have access, create a new security group in Active Directory containing the all the
security groups for which you want to set up access.

To use the Admin Search:

e On the Admin Search menu, click Launch Admin Search.
The UAA Service is displayed:

{~ Mail search and view - Windows Internet Explorer
Go- e
i Favortes G Ml saarch ond vibws

Archived Message Admin Search I'EDQEIEE'

Frel anchiteed messages contarng: a | e

To search multiple mailboxes, separate each email address with a semi-colon. For
example:

In mailbox:

Lser 1@example, com; userE@example.cam>

+ add criteria
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To search all mailboxes, leave In mailbox blank.
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Storage Service and Archive Stores
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An Archive Store is a folder in which messages are archived.

When a message is archived, the message body and any attachments are stored as
individual files in the Archive Store folder. Message bodies are compressed. Once written,
the individual files in the Archive Store folder cannot be modified.

Single-instance storage (SIS) ensures that duplicate messages and attachments are
stored only once in each Archive Store. Messages or attachments are considered to be
duplicates if their checksums are identical. The header is stored for each instance of the
duplicated message.

Each Archive Store has a database file, meta.db, which contains details of all the archived
messages, and an xml file, Store.xml, which contains information that is used by the
Storage Service.

Exchange Server Archiver uses a Storage Service to store and retrieve the archived
messages. You can set up any number of Storage Services, and for each Storage Service
you can set up any number of Archive Stores. However, an Archive Store can be hosted
by only one Storage Service. For example:

Storage Service 1 Storage Service 2

/ N\ /1A
O O SHESNS

Store 1 Store 2 Siore A Store B Store ©

You are recommended to create the Archive Stores on the same computer as their host
Storage Service; if you create the Archive Stores on a computer that is remote from the
Storage Service, this may affect performance and reliability.

You specify which Archive Store will be used for a particular mailbox when you set up the
archive rules (http://www.red-gate.com/ESA/3.0?i=9030).

Although single-instance storage (SIS) ensures that duplicate messages and attachments
are stored only once within each Archive Store, if duplicate messages or attachments are
archived to different Archive Stores, they will be duplicated across the Archive Stores.
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Creating new Archive Stores

Before you create an Archive Store, you must first install a Storage Service on the server.
To install a Storage Service, on the Maintenance tab, click Install Service and follow
the instructions. For more information about installing a Storage Service, see Installing
the services and components (http://www.red-gate.com/ESA/3.0?i=9310).

T
™

-

e Archive services and storage
Server name | Services installed Status
rnailarchive f&'jLIser Archive Access Service Connected
officez010 £ Archive Service Connecked
= {I Skorage Service Connected
[ Store 96798 Connecked
[ Store 99452 Connecked

..-""-___-“-u.
Iﬁ Create Mew Stores... lﬂ'ﬁ Inztall Service... D[ o4 Register Archive Service... -
1'-\.______________..-""

You can install any number of Storage Services, and for each Storage Service you can
create any number of Archive Stores; for more information, see Using multiple Archive
Stores (page 91).

To create a new Archive Store, on the Maintenance tab, right-click the Storage Service
and then click Create New Archive Stores. The Create New Archive Stores dialog box
displays a unique name and folder for the new store.

Create Mew Archive Stores @

o Create New Archive Stores on office2010

A
Each Archive Stare must have a unique name and folder,

Marne Path on server 07 Add
Skare 26937 | |c:'|,archivestn:nre'l,5tn:nre 26987 | [ ] x
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You can edit these details if required, but they must remain unique. Path on server
must specify an absolute path to a folder on the server.

The default folder for Archive Stores is C:\archivestore on the Storage Service server.

You can also add new Archive Stores when you are creating or editing archive rules (page
63), or by using the Configuration wizard (http://www.red-gate.com/ESA/3.0?i=9270).
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You may want to move an Archive Store, for example because the current disk is running
out of space.

Archive Stores are uniquely identified using GUIDs (Globally Unique Identifiers).
Therefore, when you move a store, existing rules that archive to the store will
automatically find it in its new location.

You are recommended to keep the Archive Stores on the same computer as their host
Storage Service; if you move an Archive Store to a computer that is remote from the
Storage Service, this may affect performance and reliability.

To move an Archive Store:

1. If a Storage Service is not installed on the new server, on the Maintenance tab click
Install Service and install the service.

For more information about installing a Storage Service, see Installing the services
and components (http://www.red-gate.com/ESA/3.0?i=9310).

o Archive services and storage
SEFYEN name Services installed Status
rnailarchive {54 User Archive Access Service Connected
officez010 &7 archive Service Connecked
= -__ S atorage Service Connected
[3 Store 96795 Connecked
[ Store 99452 Connecked

[ 4 Create Mew Stores... m"ﬁ_, Inztall Service... D[ .4 Register Archive Service.. -

2. On the Maintenance tab, right-click the Archive Store that you are moving and click
Detach.

Use your file manager to move the Archive Store folder to the new location on disk.

4. On the Maintenance tab, right-click the Storage Service on the new server and click
Attach Store.

5. Specify the path to the store's new location, and click OK.
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Each Archive Store has a database file, meta.db, which contains details of all the archived
messages.

By default, the database file is located in the same folder as the Archive Store data files.
However, you may want to move the database file:

e toimprove reliability when the Archive Store is located on a external storage (see
Archiving to external storage (page 89))

Move the database file to a folder on the Storage Service server.
e toimprove performance if you are using local SATA drives for your storage devices
Move the database file to a different disk on the same server as the Archive Store.

When you move a database file, its name is changed to include the GUID of the Archive
Store.

If you are using more than one Archive Store, you can move all of the databases to the
same folder. For example, you may want to do this for convenience when you back up
the database file folder.

To move the database:
1. On the Maintenance tab, right-click the Archive Store and click Properties.

2. In the Archive Store Properties dialog box, click Location.

Archive 5tore Properties

5 Store 77538

7 Created: 03/06/2010 15:04:49
Sizen O b

General | Location | pokes

&n Archive Store contains a database and data files. You can move the
database, For example to improve reliability or performance. For more
information, see Moving _an_Archive Store Database,

Move database

Database: |Cidakabases

(0] 4 l [ Cancel
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3. Select the Move database check box.
4. In Database, specify the folder to which you want to move the database.
5. Click OK.

To move the database file back to the Archive Store data files folder, clear the Move
database check box and click OK.
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If you want your archived messages to be stored on external storage, you can create
your Archive Stores on a NAS (network attached storage) unit. Format the NAS unit as
NTFS, ext3, or similar; you are recommended not to format the NAS unit as FAT, because
this limits the number of files per folder.

When you use a NAS unit, the Archive Store is located on a different computer from the
Storage Service. You are therefore recommended to move the Archive Store database file
(meta.db) from the NAS unit to the Storage Service computer to improve reliability. For
more information, see Moving an Archive Store database (http://www.red-
gate.com/ESA/3.0?i=9473).

If you are not using a NAS unit for the Archive Stores, you are recommended to create
the Archive Stores on the same computer as their host Storage Service; if you create the
Archive Stores on a computer that is remote from the Storage Service, this may affect
performance and reliability.

When you have created an Archive Store on a NAS unit or remote computer, you must
add the Archive Store directory to the Indexing Service manually. (Exchange Server
Archiver cannot add the directory automatically, because the Indexing Service requires
authorization for the UNC path.) If you do not do this, searching for arc hived messages
will not work correctly.

To add the directory, in the Indexing Service Manager:

1. Expand the Exchange Server Archiver catalog.
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2. Right-click Directories, click New, and then click Directory.

T Computer Management

=] Fle  Action  Wiew ‘Window Help =& %]
&= BE B R
IS Computer Management (Local) Direchary | mhas | include in Catalog |
+ System Tools [ ciarchivestorel Store 25645 Yes {
+ (g Storage
= Services and Applications —
Services Add Directory dledl |
W1 Control | )
- B Indesing Service Path: - '
= [l Exchange Server Archine 1
iy Cirectories Alias UNC] |
(53 Properties Account Informat Inchude in Indes?
3 My’ the Cﬂam il 10T e ] r
& [t Syshem [lzar Mame: ©¥es
+ [ Web N
& 5 Ireernet Information Service Pasoword | . Ohe
< |
Add directory ko catalog

3. Enter the details of the directory, including the User Name and Password.

4. Under Include in Index ensure that Yes is selected, and click OK.

Security for external storage

If you choose to use a NAS unit for your Archive Stores, you are recommended to 'lock
down' the external storage unit, granting Read and Write permissions only to:

e the Storage Service

e the Indexing Service

e the user credentials to be used when managing the Indexing Service (for example,
adding directories)
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This topic describes how you can use multiple Archive Stores to:
e mimic your Exchange server store structure (page 91)

e manage the Archive Store size (page 91)

e optimize performance (page 92)

e decommission an Archive Store (page 92)

For information about multiple stores architecture, see About Archive Stores (page 83).

You may want to set up multiple Archive Stores so that they mirror the stores in
Exchange, simply for familiarity.

For example, if your Exchange Server stores are organized by mailbox name, such as 'A
toM" and 'N to Z', you could set up a Storage Service with two Archive Stores. You would
then create two archive rules - one to archive mailboxes A to M to the first Archive Store,
and the other to archive mailboxes N to Z to the second Archive Store.

If you archive a lot of mailboxes, or if the messages and attachments that you archive
are large, you may want to set up multiple Archive Stores to keep the size of the
individual stores manageable.

Also, when an Archive Store reaches a certain size, you may want to stop archiving to it
and create a new Archive Store. You can then make the old Archive Store read-only so
that users can access the archived messages, but no further messages can be archived to
it.

You may want to keep your Archive Stores small for the following reasons:

e Smaller Archive Stores may be more convenient when you schedule your backups.

If you have multiple active Archive Stores, you can stagger the backups of the
individual Archive Stores, rather than backing up one large store.

If you have read-only stores, you can perform a final full backup on these stores and
remove them from your backup schedule; you need only back up the active stores.

For more information, see Backing up Archive Stores (http://www.red-
gate.com/ESA/3.0?i=9472).

e Smaller active Archive Stores can mean cheaper storage.

If a read-only Archive Store contains very old messages that are not frequently
accessed, you could move the store to cheaper storage with no noticeable impact on
your end users.
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e Smaller Archive Stores are easier to manage.

For example, if you have a failover system that means you copy the Archive Stores to
another location, only the active Archive Stores need to be copied regularly.

The read-only Archive Stores can be copied once, and do not need to be copied again.

To make an Archive Store read-only:

1. Use the Archive Rules tab to ensure that any rules that are set up to use the store
are changed to archive to a new store.

2. On the Maintenance tab, right-click the store and click Properties, and then select
the Make store read-only check box.

Note that you cannot make a store writeable once you have made it read-only.

You can improve performance by setting up different Archive Stores on different disks.
The Archive Stores can be hosted by the same Storage Service if they are all on the same
server.

You can also improve performance by setting up Storage Services on different servers,
but note that you are recommended to install each Storage Service on the same server
as the Archive Stores that it hosts. (There may be some exceptions; for example, if you
create an Archive Store on a NAS (network attached storage) unit, the Storage Service is
installed on a different computer - see Archiving to external storage (http://www.red-
gate.com/ESA/3.0?i=9439).)

You may want to use multiple Archive Stores to enable you to 'decommission' an old
Archive Store so that messages can no longer be archived to it, or so that the archived
messages in the Archive Store cannot be accessed at all.

For more information, see Decommissioning an Archive Store (page 95).
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When you use Exchange Server Archiver to archive your Exchange Server data, the
archived messages and attachments are stored as individual files in the Archive Store.
You are recommended to set up a schedule to back up this archive data.

The individual files in the Archive Store are not modified once they have been written;
subsequent archives create additional files in the Archive Store folder. If you perform

incremental backups on an Archive Store, only the new archive files, the database file
meta.db, and the xml file Store.xml are backed up each time.

If you have moved the database file, remember to include the new location of the
database file in your backup schedule (see Moving an Archive Store database
(http://www.red-gate.com/ESA/3.0?i=9473)).

For maximum protection of your data:
1. Before you begin archiving, back up your Exchange server.
2. In Exchange Server Archiver, set up the archive rules you require and run them.

Messages are archived to the Archive Stores according to the rules you set up. If you
are using full archive mode (page 5), the messages are replaced with placeholders in
Exchange Server, and attachments are removed from the Exchange server.

For more information about what happens when you archive, see the Technical
overview.

3. Set up a backup schedule to back up your archive data using your usual backup
solution.

4. To back up the archive rules, back up the file ArchiveService.xml. By default this is
located in:

%allusersprofile%\Application Data\Red Gate\Archive Service

You should ensure that your backup schedules do not coincide with the archiving
schedules you define in the archive rules. If an archive occurs while you are backing up,
the database file could be inconsistent with the archived messages in the backup.

Note that when you restore an Archive Store from backup, if any messages were archived
after the most recent backup they will not be available in the restored Archive Store.

To retrieve a particular Archive Store, for example because you have noticed some
missing or corrupt archived messages:

1. Restore the Archive Store data files, database file, and xml file to a new location.

2. In the Admin Console, select the Maintenance tab.
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Right-click the current Archive Store and click Detach Archive Store.

.1‘\.;:;“3 Archive services and storage

Server name Services installed Status
mailarchive £y User Archive Acress Service Connected
officez010 £R Archive Service Connected
= {i Skorage Service Cornecked
[@ Storpnezos = e

) A Create hew Archive Stores,
[ Stord
o | Atbach Archive Store,..

#d (Detach Archive Store

Inskall Mew Service, .,

[ 3 Create Mew Stores... ] [jﬁ, Inst

Register Archive Service...

+ . Redgister Storage Service. ..

Reqister Lser frchive Aocess Service,

Right-click the Storage Service, and click Attach Archive Store.

In the Attach Archive Store dialog box, specify the location of the restored Archive
Store and click OK.

Note that when you restore Archive Stores from backup, if any messages were archived
after the most recent backup they will not be available in the restored Archive Stores.

To retrieve the Archive Stores in full (for example, if your server has been replaced):

1. Restore each Archive Store folder from the backup.

2. If you moved the database file for any Archive Store, restore the database file folders.

3. If you backed up the archive rules, restore the file ArchiveService.xml to:

%allusersprofile%\Application Data\Red Gate\Archive Service

4. In the Admin Console, select the Maintenance tab.
For each Archive Store, right-click the Storage Service, and click Attach Archive
Store.

6. In the Attach Archive Store dialog box, specify the location of the Archive Store and
click OK.
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Decommissioning an Archive Store

You can decommission an old Archive Store so that messages can no longer be archived
toit, or so that the archived messages in the Archive Store cannot be accessed at all.

Making an Archive Store read-only

You may want to make an Archive Store read-only so that users can access the archived
messages, but no further archives can be created in it.

For example, you may want to do this if the store contains very old messages that are
not frequently accessed; you could move the store to cheaper storage with no noticeable
impact on your end users.

Note that you cannot make a store writeable once you have made it read-only.

To make an Archive Store read-only:
1. Use the Archive Rules tab to ensure that no rules are set to archive to the store.

2. On the Maintenance tab, right-click the Archive Store and click Properties.

Archive S5tore Properties P§|

Store 99482

Created: 25/02/2010 14:24:41
Size: 0b

General | Location | Motes

Storage Service: ||:uFFi|:EEIZIlIII |

Skore name: |5I:|:ure 99452 |

Path on server: ||:: archivestorelStore 99452 |

[ ] Make stare read-only

3. Select the Make store read-only check box and click OK.

If you make an Archive Store read-only and it is used by an Archive Rule, an alert is
displayed in the Alerts tab, and the Archive Store name is shown in red next to the rule
in the Archive Rules tab. You cannot run a rule if its Archive Store is read-only.
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You may want to 'decommission’ an Archive Store so that the messages can no longer be
accessed.

To do this:

1. Use the Archive Rules tab to ensure that no rules are set to archive to the store.

2. On the Maintenance tab, right-click the Archive Store and click Detach.

If you detach a store without re-attaching it and it is used by a rule, an alert is displayed

in the Alerts tab, and Store not found is displayed in the Archive Rules tab next to the
rule. You cannot run a rule if its Archive Store has been detached.

If a user opens a message that was archived to the detached Archive Store, a placeholder
is displayed.
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Repairing and rebuilding Archive Stores

If there is a problem with an Archive Store, a message is displayed in the Alerts tab and
in the Maintenance tab (for example, Cannot retrieve message from Archive Store).

This could occur because the database file meta.db is missing or corrupt. You can attempt
to fix this by rebuilding the Archive Store database and xml file.

If a data file is missing or corrupt, Exchange Server Archiver cannot repair this, and you
are recommended to retrieve the data files from backup. For more information, see
Backing up Archive Stores (page 93).

To rebuild the database:

1. In the Maintenance tab, click the name of the Archive Store to select it.

2. On the Maintenance menu, click Rebuild Archive Store Database.
Rebuild Archive Store Database EJ

Rebuild Archive Store Database: Store 99482

- Creabed: 25/02/2010 14:24:41
© Size: 119.2 MB

&n Archive Store contains a database and data files.

Reebwiild the database if it is missing or corrupk, or i & message cannat be retrigved from
the Archive Stors,

More informatson...

[ Rebuild H Cancel

3. Click Rebuild.
The Alerts tab displays progress information about the rebuild.
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Repairing while attaching an Archive Store

If you have attempted to attach an existing Archive Store and there is a problem you are

offered the option to repair the store.

Attach Archive Store to office2010

@ Attach Archive Store to office2010

Specify the path to an existing Archive Stare.

Path on server: | Cilarchivestaore|Store 994821

R T TR - srchivestoret Store 994821

More infarmation. . .

! Database file not found - Crlarchivestorelstore 99452 meta.do
It may be possible to repair and attach this Archive Store; click Repair Stare,

%]

-]
-]

[Repairﬁtore.,. ] i Ok ] [ Cancel

]

When you click Repair Store, you are prompted to enter the file locations for the Archive
Store files. You can then click Repair and Attach to proceed. Exchange Server Archiver
rebuilds the database file and the xml file, and if there are no further problems the store

is attached.
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Changing your configuration
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Managing Exchange organizations and domains

To archive a mailbox using Exchange Server Archiver, both the Exchange server or
Database Availability Group (DAG) that hosts the mailbox, and the user's domain must be
registered with the Archive Service.

The registered Exchange servers and DAGS are displayed in the Maintenance tab.

an Exchampe Served Aichiver - Admin Canssle

Fila  Maw  Arohverg  Schecubed Tasks  Manbwance  Admn Search Help
) Diashbosd] < duchive Flues| % Mariaranca =i rull archive
i ;
%%-.' Exchange Organization s Archive services and storage
P Archive Servicn LAA Service SETYET nane Serreivrs matalled Hlates
"0 i D [ madsrhiee muslarchecs o) User Arches Rermes Samvica Crmresched
I =c2010-3 oifis2010 esdarchive officeii {Ffurchien Servce Conrmdtnd
¥ MarGroun offie2inn eadschiv I Rorage Servica Conretted
3l Store TRS3S Cionrescted
¥ Store FHE2 Conmadted
Wl Waruge Eschangs Diganizabon and Dormans ., | | i Crasde Kaw Sioier | I i Inctal Saivien | | -_ 1 H-.tlllﬂ.u.hu'l Saivice. *

When you install Exchange Server Archiver, the Configuration wizard registers the local
domain (for the user running the Configuration wizard) and Exchange servers and DAGs
on that domain.

You can register further domains, Exchange servers, or DAGs. However, note that
domains on remote servers may take a long time to register.

When you register an Exchange server or DAG, you must also specify the Archive Service
to be used to process messages, and the User Archive Access Service to be used to
retrieve messages.

You can also remove domains, Exchange servers, and DAGs that have been registered
previously.

To add or remove domains, Exchange servers, and DAGs, on the Maintenance tab, click
Manage Exchange Organization and Domains and follow the instructions in the
wizard.
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If you used a CNAME DNS entry for the host name when you registered the User Archive
Access (UAA) Service, subsequently moving the UAA Service will not affect your archived
messages.

However, if you did not use a CNAME DNS entry and you move the UAA Service, all
archived message must be reprocessed:

1. Schedule a task to copy back all archived messages to the Exchange Store:
On the Maintenance menu, click Copy Back to Exchange (see Copying back
archived messages (page 102)).

2. When all messages have been copied back, register the UAA Service with the new
URL:
On the Maintenance tab, click Register User Archive Access Service, and enter
the details.
Uninstall the old UAA Service.

4. Delete the old UAA Service registration:
An error icon 9 is displayed next to the old UAA Service. Right-click the UAA Service,
and click Remove from List.

5. Change the active UAA Service on the Exchange server:
On the Maintenance tab, right-click the Exchange server, click Properties, and
change the UAA Service URL.

6. Set up rules to archive the messages again.
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Note: Before you use the copy-backfacility, it is recommended that you back up your
archive stores and keep a record of your configuration settings, for details see Preparing
to upgrade in Upgrading Exchange Server Archiver (http://www.red-
gate.com/ESA/3.0?i=9459). You should also copy the following configuration files:
Component.NET, Archive Service, Storage Service, and User Archive Service. For details
see Logs and configuration files (http://www.red-gate.com/ESA/3.0?i=9458).

You may want to copy previously archived messages back to the Exchange server if:

e you need to move a user's mailbox (page 103) to a different Exchange organization

e the User Archive Access Service URL changes (see Moving the UAA Service (page
101))

e you need to uninstall Exchange Server Archiver (page 105)

Note that when you select a mailbox to be copied back, the copy-back task
overrides any archive rules that have been applied and the mailbox will not be
archived.

When you copy back messages to the Exchange server, the archived messages remain in
the Archive Store; the size of the Archive Store is, therefore, not reduced.

Single-instance storage in Exchange is lost for messages that have been copied back.
However, if you re-archive the messages, Exchange Server Archiver uses single-instance
storage in the Archive Stores.

Archived messages for which you have deleted the placeholders in Exchange are not
copied back.

To copy back:

1. On the Maintenance menu, click Copy Back to Exchange.

2. Choose the mailboxes for which you want to copy back archived messages.
3. Set up a schedule for the copy-backtask.

The copy-backtask may take a long time to complete, therefore you can set up a
schedule for the task.

To cancel the copy back task, open the Copy Back to Exchange dialog box, and clear
the check boxes for the mailboxes that you do not want to copy back.
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From time to time, it may be necessary for you to change your Exchange configuration.

When you rename a mailbox in Exchange, Exchange Server Archiver detects the name
change, and links the renamed mailbox to its archived messages when you next archive
the mailbox.

To see the renamed mailbox in the Dashboard, perform a Refresh all (page 60)

(Ctrd + F5) in the Admin Console. Note that the archive size column is empty until you
archive the mailbox. (In some circumstances, you may need to restart the Archive
Service to see the renamed mailbox.)

If the mailbox belongs to a group that has a rule applied, it will inherit the group rule
following the rename. However, if a rule was applied to the mailbox individually, you
must apply the rule again following the rename. For more information, see New mailbox
rule inheritance (page 67).

When you move a mailbox within the Exchange organization, Exchange Server Archiver
detects the change of location.

If the mailbox inherits its rule from a group, it may inherit a different rule after the move.
This means that messages could be archived to a different Archive Store. However, the
old messages can still be retrieved from the old store, so it is not necessary to move
them.

When you move a user's mailbox to a different Exchange organization, you must copy
back the archived messages to the Exchange server before you move the mailbox (see
Copying back archived messages (page 102)).

If you apply a rule to a mailbox, and you subsequently delete the mailbox in Exchange,
the mailbox is automatically removed from the rule's 'Applies to'list, and the rule
continues to run as scheduled.

When you create a new storage group in Exchange, if the Archive Service user that you
created when you installed Exchange Server Archiver is not a domain administrator, you
must grant permissions to accessthe new storage group. For details of how to do this,
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see Granting permissions on all mailbox databases (http://www.red-
gate.com/ESA/3.0?i=9443).

If the Archive Service user is not a domain administrator and you are using Exchange
Server 2007 or Exchange Server 2010, you must also navigate to the folder on disk for
each storage group, and grant the Archive Service user permissions to read the folder
and its contents. For example, for a new, default installation, the storage group is in:

C:\Program Files\Microsoft\Exchange Server\Mailbox\First Storage Group
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Note: Before you uninstall ESA, it is recommended that you back up your archive stores
and keep a record of your configuration settings, for details see Preparing to upgrade in
Upgrading Exchange Server Archiver (http://www.red-gate.comy/ESA/3.0?i=9459). You
should also copy the following configuration files: Component.NET, Archive Service,
Storage Service, and User Archive Service. For details see Logs and configuration files
(http://www.red-gate.com/ESA/3.0?i=9458).

This topic contains information about how to uninstall the services and components for
Exchange Server Archiver. For a pdf file containing all the information on installing and
configuring Exchange Server Archiver, see Installing Exchange Server Archiver (page 14).

To uninstall Exchange Server Archiver:

1. Copy back messages and attachments from the Archive Stores to the Exchange
server:

The Admin Console provides Copy Back to Exchange on the Maintenance menu to
enable you to schedule the copy-backtask; see Copying back archived messages
(http://www.red-gate.com/ESA/3.0?i=9350).

Note that any single-instance storage will be lost; therefore you may require more
space on your Exchange server than was used before you started archiving.

2. Uninstall each service and component, using the standard Add/Remove Programs
feature.
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