Test Data Management:
Anonymization

Example customization
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Northwind Database

» https://learn.microsoft.com/en-

us/dotnet/framework/data/adonet/sqgl/ling/downlo

ading-sample-databases
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https://learn.microsoft.com/en-us/dotnet/framework/data/adonet/sql/linq/downloading-sample-databases
https://learn.microsoft.com/en-us/dotnet/framework/data/adonet/sql/linq/downloading-sample-databases
https://learn.microsoft.com/en-us/dotnet/framework/data/adonet/sql/linq/downloading-sample-databases
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1. Classify
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1. Classify custimization

A. Control which classification rules are run
B. Add a custom classification rule

C. Add a custom classification

D. Exclude a table

E. Exclude a column
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Controlled by the classification options file

4 N\ [ N
Classification . Masking .
File g File g Mask DB

Options Options Options
File File File

L)
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A. Control which rules are run

S
: {
: [ "FullNames" ],

: [ "Cities", "Countries", "CreditCardNumbers", "DatesOfBirth", "EmailAddresses", "FamilyNames",

"GivenNames", "IPAddresses", "PassportNumbers", "PhoneNumbers", "PostCodes", "StreetAddresses", "UKCounties",
"UKNationalInsuranceNumbers"
}
}
}

, "USSocialSecurityNumbers®, *

This turns off all built-in rules except for FullNames
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B. Add a custom classification rule

: "CompanyNames",
: "High",
: "Column.Name contains 'Company' AND Column.Name contains 'Name'"

This creates a custom classification rule that will identify any columns containing both the words Company
and Name as a CompanyName
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C. Add a custom classification

"schema": "dbo",
"name": "Suppliers"”,
"columns": |

"name”: "HomePage",

‘s "Websites",

Sl P IS Y
”’Ci“@ul LS =<3

This classifies the HomePage column of =
the dbo.Suppliers table as Websites g rEdQOte



D. Exclude a table

Ildboll ,

"CustomerDemographics"”,

This prevents any columns in the dbo.CustomerDemographics

tables from being classified 5 redgute



E. Exclude a column

: IIdbOII’
: "Shippers",
= |

: "Phone",

This prevents the Phone column in the —
dbo.Shippers table from being classified g rEdQUte



All together - classification-options.json

" AND Column.Name ¢
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Run classify

» Takes the classification-options.json as input
« Classifies the database
 Ignores excluded tables and columns

» Qutputs a classification.json file
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classification.json

s, :l- Column classified with custom rule (B)

. } Column classified with FullNames built-in rule (A)
Comanytones’, :l- Column classified with custom rule (B)

} Column classified with custom rule (B)

pes”, } Column classified with FullNames built-in rule (A)

e :l— Column classified with custom classification (C)
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2. Map
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2. Maop customization

A. Correct an incorrect classification
B. Add a custom masking

C. Supply custom datasets
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Controlled by the mapping options file

N

,
Classification
File

Options
File

Can also edit the classification file, but changes will get overwritten next time classify is run

Masking
File

N

n‘r

Options
File

L)

Options
File

> Mask DB
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A. Correct an incorrect classification

: "dbo",
: "Suppliers",
P

: "ContactName",
: "FamilyNames"

This changes the classification of the

ContactName column in the —
dbo.Suppliers table to FamilyNames g fEdQUtE



B. Add a custom masking

: "dbo",
: "Suppliers",
|

: "ContactTitle",
: "JobTitles"

This configures the ContactTitle column in

the dbo.Suppliers table to be masked as 5 rEdgote
JobTitles



C. Supply custom datasets

|
: "JobTitles",

: "List",
[ "CEO", "CTO", "Director", "Engineer", "Developer", "Designer", "Analyst", "Consultant" ]

: "CompanyNames",
: "List",
[ "Redgate Software", "Microsoft", "Google", "Amazon", "Apple", "Facebook", "Twitter" ]

This supplies two custom datasets, JobTitles and CompanyNames, that will be used in masking

redgate




All together - mapping-options.json

: "dbo",
“Suppliers",
|

"ContactName",
"FamilyNames"

"ContactTitle",
: "JobTitles"

[

"JobTitles",
I\L-'L-S-t\l g
[ "CEO", "CTO", "Director", "Engineer", "Developer", "Designer", "Analyst", "Consultant" ]

"CompanyNames",
HL-'LS-t\I g
[ "Redgate Software", "Microsoft", "Google", "Amazon", "Apple", "Facebook", "Twitter" ]
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Run map

« Takes the classification.json and mapping-options.json
as input

« Maps classification to masking

« Qutputs a masking.json file
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masking.json

— Mapping from classification file

=

} Mapping from classification file
} Corrected classification (A)

} Mapping from classification file
+ Custom masking (B)

e :|~ Custom datasets (C)
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3. Mask
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3. Mask customization

A. Add a custom masking
B. Supply a custom dataset

C. Set custom date/time formats
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Controlled by the mapping options file

N

,
Classification
File

Options
File

Masking
File

N

Options
File

n‘r

Options
File

L)

Can also edit the masking file, but changes will get overwritten next time map is run

> Mask DB
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A. Add a custom masking

: "dbo",
: "Territories",

s

: "TerritoryDescription",
: "Cilties”

This configures the TerritoryDescription column of =
the dbo.Territories table to be masked as Cities g rEdgote



B. Supply a custom dataset

[

: "Websites",
: "List",
=

"https://www.example.com",

"https://www.test.com",
"https://www.google.com"

This supplies a custom dataset, Websites, that

will be used in masking 5 rEdgote



C. Set custom date/time formats

: {
3 |l
"YYYY-MM-dd",

"yyyy-mm-dd HH:mm:ss"

This supplies custom date/time formats to be
used when masking date/time values
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All together - masking-options.json

: "dbo",
: "Territories",

|

: "TerritoryDescription”,
: "Cities"

300

: "Websites",
: "List",

2l
"https://www.example.com",
"https://www.test.com",
"https://www.google.com"

2
3 [0

"YYYY-MM-dd",
"yyyy-mm-dd HH:mm:ss"
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Applied masking configuration

— Configuration from masking file

J\

— Custom masking (A)

} Custom datasets (B)

| - Custom datasets from masking file

5— Custom date/time formats (C) 5 fEdQOtE




Combining options files
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Options files

« Separate options files can be used for each step

* A combined file can be shared for all steps

« Each step will ignore the parts not relevant to it
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Combined options file

—

— Configuration from classification-options.json

—

J \

Configuration from classification-options.json

J: Configuration from mapping-options.json

— Configuration from masking-options.json

— Configuration from mapping-options.json

— Configuration from masking-options.json
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Effect of masking
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dbo.Customers

CustomerlD

ANTON
ARCUT
BERGS
BLALS
BLONF
BOLID
BONAP
BOTTM
BSBEV
CACTU
CENTC
CHOPS
CoMmMI
CONSH
DRACD
DUMON
EASTC
ERNSH

CompanyName

Alfreds Futterkiste

Ana Trjilo Emparedados y helados
Artonio Moreno Taqueria
Around the Hom

Berglunds snabbkop
Blauer See Delikatessen
Blondesddsl pére et fils
Bdlido Comidas preparadas
Bon app”

Bottom-Dollar Markets

B's Bewverages

Cactus Comidas para llevar
Centro comercial Moctezuma
Chop-suey Chinese
Comércio Mineiro
Consolidated Holdings
Drachenblut Delikatessen
Du monde entier

Eastem Connection

Emst Handel

ContactMame
Maria Anders

Ana Trujillo
Antonio Mareno
Thomas Hardy
Chriztina Berglund
Hanna Moos
Frédérque Citeaux
Martin Sommer
Laurence Lebihan
Hizabeth Lincoln
Victoria Ashworth
Patricio Simpson
Francisco Chang
Yang Wang
Pedro AMfonso
Hlizabeth Brown
Sven Citlieb
Janine Labrune
Ann Devon
Roland Mendel

Contact Title

Sales Representative
Owner

Owner

Sales Representative
Order Administrator
Sales Representative
Marketing Manager
Owner

Owner

Accounting Manager
Sales Representative
Sales Agent
Marketing Manager
Owner

Sales Associate
Sales Representative
Order Administrator
Owner

Sales Agent

Sales Manager

Address
CObere Str. 57

Avda. de la Constitucidn 2222

Mataderos 2312
120 Hanover 5q.
Berguvsvagen 8
Forsterstr. 57

24 place Keéber

C/ Araquil, 67

12, rue des Bouchers
23 Tsawassen Blvd.
Fauntleroy Circus
Cemito 333

Sierras de Granada 5953

Hauptstr. 25
Av. dos Lusiadas, 23

Berkeley Gardens 12 Brewery

Walserweg 21

67, rue des Cinquante Ctages

35 King George
Kirchgasse &

Ciy

Beriin
México D.F.
México D.F.
Londen
Lulea
Mannheim
Strasbourg
Madrid
Marseille
Tsawassen
London
Buenos Aires
Mexico D.F.
Bem

Sao Paulo
Londen
Aachen
Mantes
Landon
Graz

B R - TS R S U

i S 7= B = ]
[=r T~ T R TR S R =

=

[ R
(=T = i = =}

CustomerlD

{ ALFKI

ANATR
ANTON
AROUT
BERGS
BLALS
BLONP
BOLID
BONAP
BOTTM
BSBEV
CACTU
CENTC
CHOFPS
CoMMI
CONSH
DRACD
DUMON
EASTC
ERMNSH

CompanyMame
Amazan

Google

Twitter

Facebook
Microsoft

Amazaon

Amazaon

Redgate Software
Amazaon

Amazaon

Redgate Software
Facebook
Redaate Software
Facebook

Apple

Microsoft

Apple

Google

Apple

Apple

ContactMame
Aaliyah Baker
Bennett Levine
Micolas Steward
Tatum Quiller
Royalty Mcdonald
Theia Grant
Zoe Bruce
Tomos Temple
Amal Akhtar
Lennie Selwyn
Bryson Bowen
Demi Purkis
Miley Beamish
Dean Rayment
Reese Mash
Aiza Mildmay
Alayna Kemp
Benjamin Dodd
Royece Footman
lkzel Trench

Contact Title

Sales Representative
Owner

Owner

Sales Representative
Order Administrator
Sales Representative
Marketing Manager
Cwner

Cwner

Accourting Manager
Sales Representative
Sales Agent
Marketing Manager
Owner

Sales Associate
Sales Representative
Order Administrator
Owner

Sales Agent

Sales Manager

Address

Obere Str. 57

Avda. de la Constitucion 2222
Mataderos 2312

120 Hanover 5q.
Berguvswagen 8

Forsterstr. 57

24, place Kléber

C/ Araquil, 67

12, rue des Bouchers

23 Tzawassen Blvd.
Faurtleroy Circus

Cemito 333

Sierras de Granada 9933
Hauptstr. 25

Mv. dos Lusiadas, 23
Bereley Gardens 12 Brewery
Walserweg 21

67, rue des Cinguante Ctages
35 King George

Kirchgasse &

City

Berin
Mexica D.F.
Mexica D.F.
London
Lulea
Mannheim
Strasbourg
Madrid
Marseille
Teawassen
Londaon
Buenos Aires
Méxica D.F.
Bem

Sao Paulo
Londaon
Aachen
Nantes
Londaon

Graz
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dbo.Shippers

ShipperlD | CompanyMame Phone ShipperlD | CompanyMName Phane
1 ......................... Speedy Express | (503 555.983 1 1 ......................... oroso 503) 5559631
2 ......................... United Package | (503 5553199 I , 2 ......................... Redaate Software | (503) 5553199
3 Federal Shipping | (503) 555-5931 3 3 Amazon (503) 5559931
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dbo.Suppliers

CompanyMame

Excatic Liquids
Mew Oreans Cajun Delights
Grandma Kelly's Homestead
Tokyo Traders

Cooperativa de Guesos "Las Cabras’

Mayumi's

Paviova, Ltd.

Specialty Biscuits, Ltd.

PB Knackebrod AB

Refrescos Americanas LTDA

Heli Sifwwaren GmbH & Co. KG
Plutzer Lebensmittelgro Bmarkte AG

MNord-Ost-Fisch Handelsgesellschaft mbH

Fommaggi Fortini srl.

Norske Meierier

Bigfoot Breweries

Svensk Sjofoda AB

Aux joyeux ecclésiastiques
MNew England Seafood Cannery
Leka Trading

ContactMName
Charlotte Cooper
Shelley Burke
Regina Murphy
Yoshi Nagase
Antonio del Valle Saavedra
Mayumi Ohnao
lan Devling
Peter Wilsan
Lars Peterson
Carlos Diaz
Petra Winkler
Martin Bein
Sven Petersen
Hlio Rossi
Beate Vileid
Chenyl Saylor
Michael Bjom
Guyléne Modier
Robb Merchant
Chandra Leka

Contact Title

Purchasing Manager
Order Administrator

Sales Representative
Marketing Manager
Export Administrator
Marketing Representative
Marketing Manager

Sales Representative
Sales Agent

Marketing Manager

Sales Manager
Intermational Marketing Mar.
Coordinator Foreign Markets
Sales Representative
Marketing Manager
Regional Account Rep.
Sales Representative
Sales Manager
Wholesale Account Agent
COwner

Address

45 Gilbert St.

P.O. Box 78934

707 Oiford Rd.

9-8 Sekimai Musashino-shi
Calle del Rosal 4

92 Setsuko Chuoku

74 Rose 5t. Mooniz Ponds
25 King's Way

Kaloadagatan 13

Av. das Americanas 12.850
Tiergartenstralie 5
Bogenallee 51

Frahmredder 112a

Viale Darte, 75

Hatlevegen 5

3400 - 8th Avenue Suite 210
Brovallavagen 231

203, Rue des Francs-Bourgeois

Order Processing Dept. 2100 Paul Revere Blvd.

471 Serangoon Loop, Suite #402

City

Londeon
MNew Oreans
Ann Arbor
Tokyo
Oviedo
Osaka
Melboume
Manchester
Giteborg
Sao Paule
Berlin
Frankfurt
Cuxhaven
Ravenna
Sandvika
Bend
Stockhalm
Pariz
Boston

Singapore

- & B W R =

JE T
@ ke W e — o

-1

Py o—
=T

CompanyMame

Amazon

Microsoft
Google
Facebook
Google
Apple
Twitter
Microsoft
Microsoft
Facebook
Twitter
Twitter
Microsoft
Google
Google
Google
Twitter
Apple
Amazon
Facebook

ContactMame
Stodard
Flores
Crawford
Bradley
Ashton
Haslett
Siddall
Drinkwater
Lennax
Ambler
Nash
Holmes
Dixon
Guster
Fowler
Wallace
Stubbs
Needler
Lintan
Wishard

Contact Title
Consultant
Analyst
Consulttant
Developer
CED
Engineer
Analyst
Director
Director
Analyst
Analyst
Designer
Analyst
Designer
Developer
Designer
Engineer
Engineer
Engineer
Designer

Address

43 Gilbert St.

P.O. Box 78934

707 Qwford Rd.

9-8 Sekimai Musashino-shi
Calle del Rosal 4

52 Setsuko Chuodu

74 Roge 5t. Moonie Ponds
29 King's Way
Kaloadagatan 13

Av. das Americanas 12.890
Tiergartenstralie &
Bogenallee 51

Frahmredder 112a

Viale Dante, 75
Hatlevegen 5

3400 - 8th Avenue Suite 210
Brovallavagen 231

203. Rue des Francs-Bourgeois

Order Processing Dept. 2100 Paul Revere Blvd.

471 Serangoon Loop, Sute #402

City
London
MNew Oreans
Ann Arbor
Tokyo
Oviedo
Osaka
Melboume
Manchester
Géteborg
Sao Paulo
Berlin
Franlefurt
Cuxhaven
Ravenna
Sandvika
Bend
Stockholm
Paris
Boston
Singapore
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dbo.Territories
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Temitary|D

................................

TemtoryDescription
Westboro
Bedford
Georgetow
Boston
Cambridge
Brairtree
Providence
Hallis
Portsmouth
Wittan
Mormistown
Edison

Mew Yark
Mew York
Mellvile
Fairport
Philadelphia
Meward
Rockville

Greensboro

RegionlD
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TemtorylD

................................

TemtoryDescription
Fort Payne
Worand
Millsum

Saint Cloud
Wells
Wheaton
Kilgore
Grand Island
Bowie

Point Pleasant
Blairswille
Richmond
Spearfish
Conway

Iron Mouritain
Potzdam
Augusta
Riverside
Venice
Johnson City

RegionlD

1
1
1
1
1
1
1
3
3
1
1
1
1
1
1
1
3
1
1
1
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