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Managing security in SQL Monitor

Resetting your SQL Monitor password
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SQL Monitor is a web  -based monitoring and alerting tool for SQL Servers. It displays real
time data about the current performance of all host machines, SQL Server instances, and
databases that you choose to monitor, and raises alerts when problems occur.

For help installing SQL Monitor, see the Installation guide.

For problems setting up SQL Monitor and connecting to the servers you want to monitor,
see the Troubleshooting topics in the table of contents on the right.

9 Quickly identify servers that require attention using the Global Overview
9 Drill down to view the current health and performance of any server or database

9 View detailed alerts for a wide range of issues such as job failures, deadlocks, overdue
backups and fragmented indexes

9 Configure each type of alert for each server, job, database etc., to suit your
environment; and set up email notifications

1 Analyze performance counters over time to determine perform ance trends and
identify abnormal performance

I "Rewind time" to review the activity on your servers when a problem occurred in the
past

' Run your own reports against the Data Repository SQL Server database that contains
all collected data

SQL Monitor monitors both the host Windows machine as well as SQL Server instances.

You can monitor the following host Windows machines:
Windows 2000

Windows XP

Windows Server 2003

Windows Server 2008

Windows Vista

Windows 7

= 4 4 4 -4

You can monitort he following versions of SQL Server:
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 SOL Server 2000 SP4
I SOL Server 2005
9 SOL Server 2008

1 Get hints for features and options in the interface by clicking o

1 Read about guidelines an  d best practices inthe  Description  panels for performance
counters and alerts.
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SQL Monitor shows information about your servers in three main areas:

NVCVICUEE 79 Alerts M Analysis N\ Configuration

The Overviews show current performance data about your servers, updated every few
seconds.

When you click the Overviews tab, the Global Overview page is the first page that is
displayed. The Global Overview summarizes the current health of al | your servers, and
shows which servers require your attention. You can drill down from the Global Overview

to a Windows machine, a cluster, a SQL Server instance, and a particular database. Each

type of Overview shows relevant up -to-date performance infor ~ mation, and summarizes
the alerts that have been raised for the current object.

More about overviews

) overviews BNV "\ Analysis N\ Configuration

The Alerts page lists all the alerts that have been raised for your servers. SQL Monitor

has 28 types of alerts that are triggered when various issues are detected on your host

machines, instances and databases. When you first install SQL Monitor, each alert is pre -
configured with sensible defaults. As you receive these alerts, you can customize t hem to
better match your environment.

When you click the Alerts tab, the Alert Inbox shows an email inbox style list of all the
alerts that have been raised. You can filter this list in many different ways, for example to
show only alerts for a particular server or database, or to only view certain types of

alerts. Click on any alert to view more details about it, including a snapshot of
performance data captured when the alert was raised.

As you investigate alerts, you can mark them as read, clear them (so they are hidden by
default from the list) or add a comment.

More about alerts
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() overviews Y€ Alerts "R UCLELE e Configuration

The Analysis page offers a range of performance counters that you can plot as graphs
for any monitored object (machine, instance or database) over a selected time period.
You can also compare graphs across similar time ranges, for example Today vs Yesterday
or This Week vs Last Week, and export the graph data as a .csv file.

Click on any sparkline graph on an Ove rview page to view that performance counter in
more detail on the Analysis page.

More about the Analysis page
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Navigating in SQL Monitor

Top navigation bar

SQL Monitor contains four main areas, shown as tabs across the top of the screen:

NVCVICUEE 79 Alerts M Analysis N\ Configuration

When you click on a tab in the top bar, the landing page for the selected area is

displayed. For example, clicking on Overviews takes you to the Global Overview, and
clicking on Alerts takes you to the Alert Inbox. You can then drill down to view more
detailed information.

Note : If you have clicked on a different tab, and want to return to your previous page

instead of the landing page, use your browser's Back button. Clicking on a top level tab
always starts you at  the landing page. You can open pages in new tabs or windows if you
want to view multiple pages simultaneously.

Monitored servers list

Monitored servers

B9 Personal Test Mac.
kB SRP(16)
B8 TestMachines (33)

4 1 The Four Horsem

* B conguest(1)
4 H death (1)

EH sql2008
» B war(1)

B Workslations (8)

The servers you are monitoring, and any groups you ha ve created, are shown on the left
side of the screen in various places in SQL Monitor: the overviews, the Alert Inbox and
the alert settings pages.

Click on an object in the list to view the relevant overview or show only alerts/alert
settings for the s  elected object. Click the arrow I next to an object name to view levels
beneath.

© Red Gate Software Ltd



Group

a

Cluster
Host machine (Windows server)

SQL Server instance

= @ m

In the Alert Inbox, you can continue to drill down to view databases. Clicking o na
database shows alerts for the selected database.

9 When configuring alerts, you can also drill down to view individual jobs.

9 On the overviews, the number (n) after a group or server name shows the number of
objects beneath. In the Alert Inbox, the number in brackets indicates the number of
unread alerts.

Tip : If the names of your servers are truncated because they are too long, click to

expand the width of the left pane.

9 Click on any object (server or database) in the Monitored servers list to view the
Overview page for that object.

9 Click on a group to filter the Global Overview to show only servers in the selected

group.
9 Click on the name of a host machine or SQL Se rver instance in the Servers column to

go to the Overview page for that server. You can also click in the Status column.
§ Click on a number in the alerts summary panel at the top of the page to go to the

Alert Inbox pre -filtered by your selection (e.g. High or Unread) across all servers.

Uncleared alerts: | F 97 u _} = 12 A C“‘ 389 Unread alerts: 150 Last 24 hrs: T2
(W

I Click on the colored bar graph under Uncleared alerts to go to the Alert Inbox to

view alerts for that host machine or SQL Server instance:

Uncleared alerts @)

IF .
| High: 1 Medium: 5 Low: 12
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9 Click on a sparkline graph for Processor time or Memory Used to go the Analysis page
for those counters

Processor time (%) @

s 343

Navigating in a server or database overview page

§I For a host machine, its monitored SQL Server instances are listed. Click in the Name
or Status column to drill down to the SQL Server overview page.

I For a SQL Server instance, all its databases are listed. Click in the Name or Status
column for a databaset o drill down to the database overview page.

I Clickon Uncleared alerts , Unread alerts or Last 24hrs in the alerts summary
panel at the top of the page to go to the Alert Inbox for all alerts relating to this
object and everything below it in the hierarchy ( e.g. for a host machine, it will show
alerts for the machine as well as SQL Server instances and databases)

| Clickon Uncleared alerts, Unread alerts or Last 24hrs  for a SQL Server instance
or database to go to the Alert Inbox for alerts relating only to th e specific object (e.g.

a SQL Server instance) and levels below it, if applicable:

Ctatus: F High Linclkeared '!|.'.—G _ 19J1rn.1|1 alerts 1“ Last 24 hrs: d.

SQL Server instances

Hame

BB sqi2008 Medium
BB sglexpress & OK

By (ocal) = Medium

Alerts for this host machine, all Alerts for this particular
its instance, and all databases instance, and all its databases
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I Click on any sparkline graph to go to the Analysis page for the selected counter:

General

1% ' 9234.8 Baich requests/ sec
8.6 SOL compilations / sec

! 0.0 SQL compilations / Batch requests

Navigating in the Alert Inbox

In the Alert Inbox, you can filter the alerts that are displayed in two ways:
| Select a server or database in the Monitored servers list on the left, and

91 Filter which alerts are shown, using a Global filter or a filter in the Filter panel

These two filters work in combination. For example, you can view all High level unread
alerts on one instance raised in the last hour, or all Cleared alerts across all servers.

The number in brackets after a server or database name in the Monitored servers list
always shows the number of unread alerts, regardless of the current filters applied. As
you drill down in the hierarchy, the number of unread alerts at each level is displayed:

Monitored seryers

P
All Servirs (2948)

total number of unread alerts

= Docl?

b 0 Personal Test Machines (614)

b @ SRP (669) unread alerts in this group

4 [ Test Machine

¥ behavetestnetred-gate.com (59
4 homerlestnelred guie.i_'u unread alerts for this server, all
its instances and the databases

b (local) (49) :
) an each instance
b sgI2005 (38)

b sql2008 (53 o
. ‘"ulcxnr@ unread alerts for this instance
and all its databases

mastier (1)

midel (1}
msdb (1)

1“"'@_ unread alerts for just this database

¢ amuml.testnet.red-gate.com (82)

¥ lisalesinetred-gate.com (112)
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Click on any level to filter the list of alerts for that level and all levels below. (The alerts

displayed will also depend on the filters you have selected.)

When you first install SQL Monitor, the Ale rt Inbox shows a maximum of ten alerts per

page. You can navigate through this list using the Newer and Older links:

Showing 1-10 of 52 ==Mewest = MNewer Older= Oldest==

The total number of alerts shown (...of n) is useful to indicate how many alerts match the

current set of filters. Note that this will not necessarily match the number of unread

alerts in the Monitored servers list.

To increase the number of alerts shown, use the Rows to display
inbox:
Rows to display: 10 |E| Showing 1-10 of 52

The Rows to display value is stored as a cookie in your browser.

To view the details for an alert, click anywhere in the row for that alert:

m Dieadlock HH conquestylocal) Exppnil

b
DD Frosical memory B conguest Ended

option below the

5:45 PM 28 Oct

221 AM 20 Ot

The al ert opens in its own page, where you can review the detailed alert information and
performance data. You can also apply various actions, for example, mark it as Cleared or

add a comment.

Click @' int he Actions column to apply an action to an alert:
TR

Cpen

Mark as read

Clear

Add comment

Configure
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If you click Clear or Mark as read
your current set of filters.

, the alert may disappear from the list, depending on
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The Web Server computer and Base Monitor computer both require .NET 3.5 SP1 or
later . If you don't have .NET 3.5 SP1 installed, download it here
(http://www.microsoft.com/downloads/details.aspx?FamilylD=ab99342f -5dla-413d -
8319 -81da479ab0d7&amp;displaylang=en ).

Supported operating systems for the Web Server computer if you don't have an 1IS
server (SQL Monitor will install its own standalone Web Server):

 Windows XP

 Windows Server 2003

9 Windows Server 2008

 Windows Vista

 Windows 7

If you want to add SQL Monitor to an exis ting IIS server, the following versions are
supported:

1 use

1 1S 7 orlater

Firefox 3 or later
Chrome 2 or later
Safari 5 or later

Opera 10 or later

= =2 =4 -4

IE 7 or later

Note: If you experience slow performance using IE, try switching to an alternative
browser.

Supported operating systems for the Base Monitor computer:

© Red Gate Software Ltd
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Windows XP (32 bit) SP3 or later
Windows XP (64 bit) SP2 or later
Windows Server 2003 SP2 or later
Windows Server 2008 or  later

Windows Vista

= 4 4 A4 -5

Windows 7
Note: 32 -bit SQL Server instances running on 64 - bit Windows machines are not
supported by SQL Monitor, and some performance counter objects are not available. For
more information, see this MSDN article on 64 - bit Support
(http://msdn.microsoft.com/en -us/library/aa371636%28VS.85%29.aspx ).
The SQL Monitor Data Repository requires an MS SQL Server 2005 or 200 8 database to

store the data it collects from your monitored servers.

SQL Monitor supports Microsoft cluster servers. Other proprietary clustering server
systems may not behave as expected and are not supported.

The information in this section is based on in -house testing at Red Gate, and is intended
to be indicative only. In your environment, the performance may vary.

The Base Monitor machine runs the service that monitors the machines and instances you
monitor in SQL Monitor.

9 Processor :3 GHz dual core should be sufficient to monitor 10 servers (a server is
defined as a host machine plus single SQL Server instance)

9 Physical memory : 2 GB RAM should be sufficient to run SQL Monitor as well as
Windows OS and other small applications. The SQL Monitor process itself should use
approximately 300 to 400 MB, depending on the number of servers being monitored.

Monitoring more servers will require a more pow erful machine; in our testing, a 64 - bit
dual quad -core processor machine with 8 GB of RAM could monitor 30+ machines quite
comfortably.

The Data Repository is the SQL Server database that stores all data collecte d by SQL
Monitor for all monitored machines and instances.
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9 Expect the database to use 100 MB per server (host machine plus single SQL Server
instance) per day.

9 10 servers over 7 days will therefore increase the size of your database by 7 GB.

Note : If your monitored servers host a large humber of objects and databases, the Data
Repository will use significantly more storage space, potentially up to a maximum of 450
MB per day.

Before installation, we recommend creating the Data Repository database manually u sing
a SQL Server management tool with settings appropriate to your environment. This

allows you to estimate the eventual size of your Data Repository based on the guidelines

above, and set fixed autogrowth and transaction log size relative to your databas e size. It
should help prevent autogrowths, which can negatively affect performance and contribute

to physical file fragmentation. For more information, see:

Considerations for the autogrow and autoshrink settings in SQL Server
(http://support.microsoft.com/kb/315512 )

Recover from a full transaction log in a SQL Server database
(http://support.microsoft.com/kb/873235 )

You can allow SQL Monitor to create the Data Repository for you using the model

database on your SQL Server system as a template. If the model database defaul ts are
insufficient for the estimated eventual size of your database, consider creating the

database manually instead. For more information about the model database defaults, see

model Database (http://msdn.microsoft.com/en -us/library/ms186388.aspx ).

The database is created by SQL Monitor using the SIMPLE recovery model. If you change
to FULL recovery model, the database growth will be much greater.

Total network traffic (inbound plus outbound) : 10 KB/sec per server.

A server is defined as a host machine plus a single SQL Server instance. For multiple

instances, the impact will be slightly greater per additional instance. For s ervers with a
large number of objects (for example, 200 databases and 20,000 tables), the total

network traffic may be up to 20 KB/sec.

You can run SQL Monitor without problems on a virtual machine, but you should e nsure
that your VM host can deliver the required resources (CPU and RAM) described above. If

your physical machine hosts multiple VMs, for example, then this will limit the resources

available to SQL Monitor, which may cause slow performance.

If you locat e the Data Repository database on a SQL Server instance running on a VM,
then we recommend that you use a physical disk or partition rather than a virtual disk for

the database data files. For more information about using mapped hardware in Hyper -V,
see http://msdn.microsoft.com/en -us/library/cc768529(v=bts.10).aspx
(http://msdn.microsoft.com/en -us/library/cc768529(v=bts.10).aspx ).
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SQL Monitor is a web app lication that runs in your browser. It does not require anything
to be installed on the SQL Servers you want to monitor.

SQL Monitor comprises three main components that need to be installed:
T Web Server
The Web Server delivers all th e pages for the SQL Monitor web interface
I Base Monitor service
The Base Monitor is a Windows service that continuously monitors your SQL Servers
9 Data Repository database

The Data Repository is an MS SQL Server database that stores all the data collected
by the Base Monitor service

Click in the installation wizard to read more about a SQL Monitor component or
installation option.

For information abou tinstalling on an IIS server, see Using SQL Monitor with IIS.

If you have encountered error messages when installing SQL Monitor, see Account
credentials required when installing SQL Monitor.

The Web Server and Base Monitor ser vice can be installed on the same computer, or on
different computers on your network.

The SQL Server database for the Data Repository can be hosted on any SQL Server
instance, but the Base Monitor computer will need access to this database.
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